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BeombuSecuprityEngine.init( V
val btn = findViewById<Button>(R.id.btnCheck
btn.setOnClickListener {

findViewById<Button>(R.id.btnCheck) .setOnClickListener {

BeombuSecurityEngine.verify( text = this) {

runOnUiThread {
Toast.makeText(
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| o= $HH 1M (UI/UX Interface)

DASHBOARD V1.0

APK FZ24 A5 A EE

Mobile Integrity Checker APIE El0j|A| ZHHSHA| S =0t
Ch 2 A ZH[of] St= F=ot JSON

Endpoints APl Method
574 GET / POST
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m /api/baseline — 7|Z%f S5 ¢ Baseline

o I{7|X| 0|5
o APP version

e APK Hash
9% nztojEy e S|IG Hash

Go 2 Basel ine 2 XEA|0 %= JSON EEE = EL|CE
- ] ] ] ] ] ] ] ] ] | | | | | | | | | ] ] ] ] ] ] ] ] ] ] | | | | | | | | | | ] ] ] ] ] ] ] ] ] ] | | | | | | | | | | | ] ] ] ] ] ] ] ] ] | | | | | | | | | | ] 4
' Package Name packageName Version Code versionCode !
| |
' Hl: com.example.bankapp oll: 21 i
| |
| |
| |
I APK Hash (SHA-256) apkHash 1
| |
| |: e3b0c44298fc1c149afbf4c8996fb924.. 1
| |
1 = - |
I Signature Hash  signatureHash .
1 o e Lo 1
I 0i: a1b2c3d4e516... I
| |

M4 E JSON 0|2| 57|

"packageName™: ™",

“"versionCode": @,

"apkHashn: nn’

"signatureHash®: ""
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com.example.bankapp 2026. 4

UUID: 55028400-229b-41d4-3716-446655440000 | Score: 100 (Critical)

Rooted: false Frida: true Xposed: false Debuqg: false Emulator: false
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com.example.bankapp 2026. 4
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UUID: 550e8400-229b-41d4-a716-446655440000 | Score: 30 (Warning)

Rooted: false Frida: false Xposed: false Debug: true Emulator: true

e

com.example.bankapp 2026, 4

LiJ
E
L
LiJd
Lo
[ 3]

g

UUIC: 550e8400-229b-41d4-a716-440655440000 | Score: 40 (Warning)

Rooted: true Frida: false Xposed: false Debug: false Emulator: false
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com.example.bankapp 2026. 4
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UUID: 55028400-229b-41d4-a716-446655440000 | Score: 80 (Danger)

Rooted: false Frida: false Xposed: true Debuqg: false Emulator: false
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Japi/results — K|= X8| o verypatasen

£2°d ni2tojE
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m /api/cleanup — O|O|E{ H2| 7 deanupn

‘ L A0 HEE HI0|EE el U 0] HY2 £EE & slsu

H|O|E] BE| HE

« VerifyDataSet H|0|S2| S&% H|0|E Mz
o Safe/Low(7¥), Warning / Danger(17i&),Critical(37H&) ZZt HIO|EZ AK|
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/ def O At

EZD /api/verify — 2 2M HE 9 © vertyrequest

o II7|X| 0|, hash,H{™,SDK HH &

2% 2ol

Go Z2'¥ VerifyRequest FZEH0f| 3= JSON EEE 2SEL
WD it o o e o e e En En E EE B BN B BN BN BN BN BN BN BN BN BN BN BN BN BN B Em Ew - e mm o o o e SB3CkEgGNIRC mpaskogeNcES mm mn D En B B B BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN B B
| 1
1 l: 550e8400-229b-41d4-3716-44665544 4l: com.example.bankapp ]
1 ]
1 ]
j Version Code wversionCode APK Hash (SHA-256) apkHash 1
! & =3t 1G aF c2GGRFHO 24 1
I ) 5 o o I
1 ]
1 Signature Hash signatureHash ]
1 ]
| bZ2c3d4e5f6 1
1 ]
| siot eix| Z3i0 .
1 ]
1 ‘ Rooted rooted false ‘ ‘ Debug debugEnabled false ’ \ Frida isFrida false \ 1
1 4A ]
1/ : r
I ‘ Xposed isXposed false ‘ ’ Emulator isEmulator false I 1
1= ' 1

“SMZ = JSON 0]2] 57|

e

"packageName": ¥

"versionCode": 8,

"apkHash": "",

"signatureHash™: >
"rooted”: false,
"debugEnabled™: false,

"isFrida": false,
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main.go

C: \Users\KISIA\Desktop\Bumboo\sr
\Users\KISIA\Deskt !W"‘.hll’ﬂf 00\srch
C: \Users\KISIA\Desktop\Bumboo\src\Se
: \Users\KISIA\Desktop\Bumboo\src\Se
OUTLINE 1 \Us \KISIA\Desktop\Bumboo\src\Se
S\KISIA\Desktop\Bumboo\src\Server>
IS1A\Desktop\Bumboo\src\Server>
ISIA\Desktop\Bumboo\src\Server>
PACKAGE OUTLINE s C:\Users\KISIA\Desktop\Bumboo\src\Server> go run I

TIMELINE
GO

Problems
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App Integrity 100
Sign Integrity 1007
Frida 1007
Xposed 80X
Unregistered Package 5074
Rooted 403
Debug 208
Emulator 108

Risk Score %] ==
0~9 Safe
10~19 Low
19~ 79 Warning
80 ~90 Danger
90~100 Critical
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