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481 55 S|T Eeti 17X

« npm audit / SnykE S F 4™ A

— 9= ES(lock file)t HA 2tz2| Mek
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Jest: JavaScript HHAE =g %3

« Meta(Facebook)7| 2tE SQl3 HAE 2L
— HAE 24 + thQi(assertion) + 2 L&
« Zero-config: ‘A7 210| HIE A|% 7}5
- 2WHAF HIAR, 3L AHWHE[X] 7|2 X[ H
- watch RE=Z Ot HA A XS TAA
(@)

HF = =Z}X

— E—_I_
- /M2 S S4HQ =Y B2 g

 Node.js API HAEOQ| 717 22| AFE



Jest AX| % 7|2 4™

bash / json

# Jest X
npm install --save-dev jest

# package.jsonO| HAE AJEE 7}

{
"scripts": {
"test": "jest",
"test:watch": "jest --watch",
"test:coverage": "jest --coverage"
}
}

# jest.config.js (ME)
module.exports = {
testEnvironment: 'node’,
coverageThreshold: {
global: { branches: 80, functions: 80, lines: 80 }
}
¥



X K Jest HAE =g

javascript

// math.js

function add(a, b) { return a + b; }

function divide(a, b) {
if (b === @) throw new Error('Division by zero');
return a / b;

}

module.exports = { add, divide };

// math.test.js
const { add, divide } = require('./math");

describe('Math functions', () => {
test('add: 1 + 2 = 3", () => {

expect(add(1, 2)).toBe(3);

1)

test('divide: 10 / 2 = 5", () => {
expect(divide(10, 2)).toBe(5);
})s

test('divide by zero throws error', () => {

expect(() => divide(10, 9)).toThrow('Division by zero');
})s
})s



Supertest: HTTP 27 E|AE 2}0|H2{Z|

« Express W= EH importsf M HTTP 282 Al=2jo|H
— 2| MHE E[RX| BO0t: API HAE 7hs

- Ho]'d Ao = XXl HAE Y
— request(app).get('/api/users').expect(200)

- SH =&, 8lH, dEl 2E 25 HF 7t

. Jesto} SHH| ALREIH B API HAE B

——l_O



Supertest: Express APl H|AE

javascript

# HX|

npm install --save-dev supertest

// app.js (Express ¥ export)

const express = require('express');
const app = express();
app.use(express.json());

app.get('/api/users', (req, res) => {
res.json([{ id: 1, name: 'Alice' }]);

3
module.exports = app; // <« BFEA| export!

// app.test.js
const request = require('supertest');
const app = require('./app');

describe('GET /api/users', () => {
it('should return 200 and user list', async () => {
const res = await request(app).get('/api/users');
expect(res.status).toBe(200);
expect(res.body).toHavelLength(1);
expect(res.body[@].name).toBe( 'Alice");
})s
3



JWT 21F API HIAE (Supertest)

javascript

describe('2150| ER3% API HAE", () => {
let token;

beforeAll(async () => {
// 2OQlez EZ &
const res = await request(app)
.post('/api/auth/login")
.send({ email: 'test@test.com', password: 'passl23' });
token = res.body.token;

1)

it("EZ 90| @8SIMH 401", async () => {
const res = await request(app).get('/api/users/me");
expect(res.status).toBe(401);

1)

it('f2% EZC2 Q¥H 200', async () => {
const res = await request(app)
.get('/api/users/me")
.set('Authorization’, “Bearer ${token} );
expect(res.status).toBe(200);
expect(res.body.email).toBe('test@test.com');

});
});



BOLA 0] HIAE %1

javascript

describe('BOLA 0| EHIAE"' | () => {
let userAToken, userBToken;

beforeAll(async () => {
// AL&A A 219
const resA = await request(app).post('/api/auth/login")
.send({ email: 'alice@test.com', password: 'passA' });
userAToken = resA.body.token;

// MEXt B 219

const resB = await request(app).post('/api/auth/login")
.send({ email: 'bob@test.com', password: 'passB' });

userBToken = resB.body.token;

1)

it("AFE AL B7F AREAL A9 HIO|E O ©2SHH 403", async () => {
const res = await request(app)
.get('/api/users/1/profile') // AMEXt A9 ZZ2HE
.set('Authorization', “Bearer ${userBToken} );
expect(res.status).toBe(403);
expect(res.body.error).toMatch(/H3t/);
})s
})s



HANDS-ON

&5 Jest + Supertest H2E 23

1. ZEMEO jest, supertest HX|
app.jsOll A Express 8= module.exports

tests/ =0 M F auth.testjs 7d

> W N

Z Q21 APl H|AE 374 O] & &b

7

BOLA 20 HAE 174 O]¢ %td
6. npm test AASH0] 21}

7. 20jot= HAES BS0{E210 /A2l &4



I E HHE|X] (Code Coverage)

HAE7I AEQ O He & HAUSH=
— HHE|X] 100% = H 1 glZ (E2XxUY #)
- 212l HHE|X|(Line): W E AL 210
« HalX] HHE|X|(Branch): if/else 27| 4% H| &
— B X A X7t H 52!
. 8t 2| X|(Function): S = F & H|E
- SH: XA 80% 0|4 /X HE

=
— CIO[M AHHZ|X| (A Ol=2 Al 2 20 278



Jest A E HHZ|X| Al 9l 2|ZE

bash

# HAHEZ|X| A
npx jest --coverage

# = A

------------ IR Tl LT L e EEPTRTRTRY FEPSIereey

File | % stmts | % Branch | % Funcs | % Lines |

------------ e T T e T ey EERTETETRY FERTECEesy

All files | 87.5 | 75 | 100 | 87.5 |
app.js | 85.7 | 66.7 | 100 | 85.7 |
auth.js | o0 | 80 | 100 | 90 |
users.js | 83.3 | 75 | 100 | 83.3 |

| | | |

# HTML 2[ZE =0
open coverage/lcov-report/index.html

# jest.config.jsOlAM LA HF
coverageThreshold: {
global: { branches: 80, functions: 80, lines: 80 }

}



EH|AE O{Z: Mock, Stub, Spy

/L5 JestO|A| AL
o Stub: O] 2| Ho{ 2l 2= gret . jest.fn() — Mock & MM
« Mock: 2& O{&/3l+= 4S5 « jest.spyOn(obj, 'method")
« Spy: 2N & + 2E FH » mockReturnValue(value)
» mockResolvedValue(value)
« 2 O|EM AZ|0f E « toHaveBeenCalledWith(arg)
- DB, 2|F APl 3= CHA| « toHaveBeenCalledTimes(n)

e« HAE =& SkA S0} e jest mock('./module’)



Jest Mock 2M™: DB &= 2 ¥

javascript

// userService.js
const db = require('./db");
async function getUser(id) {
const user = await db.findById(id);
if (luser) throw new Error('User not found');
return { ...user, displayName: user.name.toUpperCase() };

}

// userService.test.js

jest.mock('./db");

const db = require('./db");

const { getUser } = require('./userService');

describe('getUser', () => {
it("AFEXHE 9™ displayName B2’ async () => {
db.findById.mockResolvedvValue({ id: 1, name: 'alice' });
const user = await getUser(1l);
expect(user.displayName).toBe( 'ALICE");
expect(db.findById).toHaveBeenCalledWith(1);
})s

it("AFEXIZE SIo® of2f A, async () => {
db.findById.mockResolvedValue(null);
await expect(getUser(999)).rejects.toThrow('User not found');
})s
3
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Schemathesis: OpenAPI 7|8F T =4

bash

# X
pip install schemathesis

# 712 M (openAPI AE URL X|H)
schemathesis run http://localhost:3000/api-docs/swagger.json

# = OfAl

================ Schemathesis Test Session ================
Schema: http://localhost:3000/api-docs/swagger.json

Base URL: http://localhost:3000

GET /api/users ........ceeeeeeeens SUCCESS
POST /api/users
-» 500 Internal Server Error
Input: {"name": null, "email": "x" * 10000}
- MEZt 2 ZO|E HABSHA ¥a!

POST /api/auth/login
- 500 Internal Server Error
Input: {"email": "' OR 1=1 --", "password": 0}
> SQL Injection 7t A1

Results: 2 failures, 15 passed



Schemathesis 19 M

bash
# E8 HEXZQIED HAE

schemathesis run --endpoint /api/users \
http://localhost:3000/swagger.json

oI5 3o 27t
schemathesis run \

--header "Authorization: Bearer eyJhbG..." \

http://localhost:3000/swagger.json

# Z|CH BIAE #HO|& == H|ot
schemathesis run --hypothesis-max-examples=500 \
http://localhost:3000/swagger.json

# ME| ACHY AS (sxxe A AMIHE 7HF)
schemathe51s run --validate-schema=true \

--checks all \

http://localhost:3000/swagger.json

# Junit XML E|ZE MM (c1 98)
schemathesis run --junit-xml=report.xml \
http://localhost:3000/swagger.json



Postman= 0|&¢ HAE X353}

o Postman Tests B0 A| JavaScript2 S A3 T E ZEHd
— pm.test(), pm.response, pm.expect() =&

« Collection Runner2 FH| APIE SHHO| HAE

« Newman: Postman CLI =32 CI/CD 0| =2t2l AHAF

— npm install -g newman
. 37 HAR T U/AHO|R/Z2HM 2|

e Pre-request Script2 EZ XI5 44



Postman H|2E AJE E 05|

javascript
// Tests ©O 2ty

// 1. dEf ZE HF
pm.test("Status code is 200", () => {
pm.response.to.have.status(200);

})s

/1 2. 3 ANt HE
pm.test("Response time < 500ms", () => {
pm.expect(pm.response.responseTime).to.be.below(500);

})s

// 3. 3 28 8B

pm.test("Response has users array", () => {
const json = pm.response.json();
pm.expect(json).to.be.an("'array"');
pm.expect(json.length).to.be.above(0);
pm.expect(json[@]).to.have.property('id"');
pm.expect(json[@]).to.have.property('name");

})s

// 4. 8 25
pm.test("Content-Type is JSON", () => {
pm.response.to.have.header("Content-Type", /json/);

s

// 5. 28 B MY (K 280N ALE)
const token = pm.response.json().token;
pm.environment.set("auth_token", token);



Newman: Postman CLIZ Cl ¥

bash

# Newman AX|

npm install -g newman

# 2N 2

newman run my-api-tests.postman_collection.json \
-e production.postman_environment.json

# HTML 2|ZE 4Hd
npm install -g newman-reporter-html
newman run collection.json \
-r html --reporter-html-export report.html

# CI/CD (GitHub Actions) OilA|
name: API Tests
on: push
jobs:
test:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- run: npm install -g newman
- run: newman run tests/api-collection.json
-e tests/env.json
--bail # A HIj Al St



Me fHAE 7|X

« SA HEX7L RS ] W APIZE HE = AETR

— H5} H|AE(Load Test): 0 & E2fE0|A2 d& &2
AE A HAE(Stress Test): oA &t7|
AI0|3 H|AE(Spike Test): 4% E2iT 37t S

H:

|

Al X

J%

o

— S5 AlZHResponse Time): p50, p95, p99
— XM2|&(Throughput): 22 28X == (RPS)
— Of| 2{ & (Error Rate): 5xx & H|&



Artillery: s HAE £

yaml / bash

# HX|
npm install -g artillery

# ALt2|2 oY (load-test.yml)

config:
target: "http://localhost:3000"
phases:
- duration: 60 # 60X ¢t
arrivalRate: 106 # XY 10Y &
- duration: 30
arrivalRate: 50 # AZXH Z7}
scenarios:
- name: "AREX} ER3Z| AlLfZ[L"
flow:
- post:
url: "/api/auth/login"
json: { "email": "test@test.com", "password": "pass" }
capture:
- json: "$.token"
as: "token"
- get:
url: "/api/users"
headers:
Authorization: "Bearer {{token}}"
# oY

artillery run load-test.yml --output report.json
artillery report report.json # HTML Z|ZE



k6: JIEX Tty H5 HAE

javascript

// load-test.js
import http from 'ké6/http’;
import { check, sleep } from 'k6';

export const options = {
stages: [
{ duration: '3@s', target: 20 }, // Ramp up
{ duration: '1m', target: 20 }, // Sustain
{ duration: '1@s', target: 0 }, // Ramp down
1,
thresholds: {
http_req_duration: ['p(95)<500'], // 95% < 500ms
http_req_failed: ['rate<0.01'], // ol3HE < 1%
s
¥

export default function () {
const res = http.get('http://localhost:3000/api/users");
check(res, {
'status is 200': (r) => r.status === 200,
'response time < 200ms': (r) => r.timings.duration < 200,

})s
sleep(1);

}

// B¥: k6 run load-test.js
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FH: 2oto] ZehE ArEX} &2 REST API A{H| A
Day 1 ~ Day 52| 2= W8S X 8%= T €5
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[Day 1] APl A FALS

- OpenAPl 3.0 £

E|2 57 O] &
« RESTful & &= (%‘*f* URI, "-.*E HTTP HIAME)
— GET, POST, PUT, DELETE 25 AtE
« /S 27|01 H2| (JSON Schema)
MES e OO|E EFR HA
4 %%

Al 2| ZFA (YAML/JSON)
| ¢

ﬁ
I'Q
O_>.‘_
lo

— H==/
oz 2 ¥
— RFC 7807 Problem Details &%t

« Swagger UIZ2 2M XI5 Mg



[Day 2] APl T+8 2 TLALE

« Express.js2 REST APl M| 719
— 2t2H 22|, 0[S0l IEH B
« CRUD 7|5 £td (Create, Read, Update, Delete)
. A= HAZ(validation) 0| &0 HE
— express-validator EE= Joi AHE
- o2 ST 0| EHof
— 400, 401, 403, 404, 500 25 X 2|
o 24 H= 22| (.env + dotenv)

- 27 0|S80f M8 (morgan/winston)



< JWT Z|% QIF Fed (2Ql/2] R’ 7IY)
— Access Token + Refresh Token 7+
- RBAC(HE 7|2t H2HI0) HE
— admin, user &< &

« BOLA(Broken Object Level Authorization) 201

- o[22 27X HE 090
- Rate Limiting H-& (express-rate-limit)
- CORs 2% (518 =mQ! x|t
 Helmet.js2 HTTP 2o g dH



[Day 4] S2Y 2ot 2 Al

npm audite 2 F 4™ A M 9l At B0

— critical/high F & 071 &4
package-lock.json 8! (/&4 &3)
.npmrc 2o 4% M

— audit=true, save-exact=true
. A4 AB O|ZM X HE

— 2ot Ij7[X] HAH
« GitHub Dependabot == Snyk ¢-E (4EH)



[Day 5] E|AE 2 FALE

- Jest + SupertestZ API HIAE %}

‘g

ZA 157l O|&9o| HAE AHO|A

«3E 9-IH'IEI7E| 80% 0| B8

— 7% H
— &Y H2AE: AP JIEZQIE &
— ot HAE: QF/Q7t 23] Al



AE Z2ME C|YED 72X

secure-api-project/

— package.json

— package-lock.json

— .env

— .npmrc

— jest.config.js

— openapi.yaml

— src/

— app.js

— server.js

— routes/

— middleware/
F— auth.js
— rbac.js

L— validate.js
— models/

— utils/

— tests/

— unit/

— integration/
— security/

— postman/

— docs/

o o o

# Express ¥ [Day 2]
# A AIRE

# 2tE [Day 2]

# O|=90 [Day 3]
# JWT 215

# 9 7|8 H2K 0
# YU 43

# OO 2

# FEC[E|

# HIAE [Dpay 5]

Postman ZZM
Hot 2|ZE [Day 4]



Step 1: ZEHME X7|3}

bash

# I2HEE MY

mkdir secure-api-project && cd secure-api-project

npm init -y

# 4 o Mx|

npm install express jsonwebtoken bcryptjs dotenv cors \

helmet express-rate-limit express-validator morgan \
swagger-ui-express yamljs

# MY =Y EX|

npm install --save-dev jest supertest nodemon
# .npmrc EOF H7Y

echo "audit=true" >> .npmrc

echo "save-exact=true" >> .npmrc

# package.json scripts

{
"scripts": {
"start": "node src/server.js",
"dev": "nodemon src/server.js",
"test": "jest --coverage",

"audit": "npm audit --audit-level=high"



Step 2: OpenAPI 3.0

yaml

# openapi.yaml
openapi: 3.0.3
info:
title: Secure User API
version: 1.0.0
description: EQIO| Z%tE ALEXL #2| API

paths:
/api/auth/register:
post:
summary: S|®7+
requestBody:
content:
application/json:
schema:
$ref:
'#/components/schemas/RegisterRequest
responses:
‘201" :
description: 7t% H&
‘400" :
description: R84 A5 AIj

Aol XFA]
=1

—

o

# openapi.yaml
openapi: 3.0.3

paths:
/api/auth/login:
post:
summary: =10l
responses:
'200":
description: 2192 d&, wr EZ

/api/users/{id}:
get:
summary: AF2XF X3 (BoLA O HE)
security:
- bearerAuth: []

Hi =}

| Sy



Step 3: Express ¥ 7| = #+=

javascript

// src/app.js

// src/app.js
// 2t2H [Day 2]

const express = require('express');

app.use('/api/auth', require('./routes/auth'));

const helmet = require('helmet'); ' ' . ' : )
const cors = require('cors'); app.use('/api/users', require('./routes/users'));
const rateLimit = require('express-rate-limit'); =

const morgan = require('morgan'); // 03] S

const swaggerUi = require('swagger-ui-express');

const YAML = require('yamljs'); res.status(err.status
}s

const app = express();

module.exports = app;
// 2t OIZ90 [Day 3]
app.use(helmet());
app.use(cors({ origin: 'https://myapp.com’ }));
app.use(rateLimit({ windowMs: 15*60*1000, max: 100 }));

// 712 DIE9
app.use(express.json({ limit:
app.use(morgan('combined'));

"1ekb" }));

// API =X [Day 1]
const spec = YAML.load('./openapi.yaml');
app.use('/api-docs', swaggerUi.serve, swaggerUi.setup(spec));

app.use((err, req, res, next) => {

|| 500).json({ error: err.message });



Step 4: JWT QIF 0|50 &+

javascript

// src/middleware/auth.js
const jwt = require('jsonwebtoken');

function authenticate(req, res, next) {
const header = req.headers.authorization;

if (!header || !header.startsWith('Bearer ')) {

return res.status(401).json({ error: 'QEZ EZO0| LQBIL|Ct" });
¥
try {

const token = header.split(' ')[1];
const decoded = jwt.verify(token, process.env.JWT_SECRET);

req.user = decoded:; // src/middleware/auth.js

next(); // BOLA 0| O|=%I0| [pay 3]
} catch Eepp) { function authorizeOwner(req, res, next) {
if (err.name === 'TokenExpiredError') { if (req.user.id !== parselInt(req.params.id)
: - , . && req.user.role !== ‘'admin') {
t .stat 401). . 'EZ0| MEZ|YUSL|C . N
) PRI e giEe (@il geenlil crves | SRS ) return res.status(403).json({ error: '®Z 0| YELICH });
return res.status(401).json({ error: '|ROIX| Y2 EF' }); }
} next();
} ¥

module.exports = { authenticate, authorizeOwner };



Step 5: At} 2l EH ¥

javascript

// src/routes/users.js
const router = require('express').Router();

const { authenticate, authorizeOwner } = require('../middleware/auth');
const { body, param, validationResult } = require('express-validator');

// €3 43 0|S99
const validate = (req, res, next) => {
const errors = validationResult(req);
if (lerrors.iskEmpty()) {
return res.status(400).json({ errors: errors.array() });
}
next();

¥

// GET /api/users - ™A AL2Xt S& (adminfh)
router.get('/', authenticate, authorize('admin'), (req, res) => {
res.json(users);

})s

// src/routes/users.js

// GET /api/users/:id - AtEX} =2 (2¢ E£+= admin)
router.get('/:id",

authenticate,
authorizeOwner, // BOLA 0]l
param('id').isInt(),
validate,
(req, res) => {
const user = users.find(u => u.id === parselnt(req.params.id));

if (luser) return res.status(404).json({ error:
res.json(user);

"Not found' });

}
)5



Step 6: S8 HAE %7

= |

javascript

// tests/integration/users.test.js
const request = require('supertest');
const app = require('../../src/app');

describe('Users API', () => {
let adminToken, userToken;

beforeAll(async () => {
/1 HIAE NS MY U ES ES
await request(app).post('/api/auth/register')
.send({ name: 'Admin‘', email: ‘admin@t.com', password: 'P@ss1234', role:
const adminRes = await request(app).post('/api/auth/login')
.send({ email: 'admin@t.com', password: 'P@ss1234' });
adminToken = adminRes.body.token;

await request(app).post('/api/auth/register')

.send({ name: 'User', email: 'user@t.com', password: 'P@ss1234' });
const userRes = await request(app).post('/api/auth/login')

.send({ email: 'user@t.com', password: 'P@ss1234' });
userToken = userRes.body.token;

1)

‘admin' });

// tests/integration/users.test.js
it('2E 80| 88 - 401", async () => {
await request(app).get('/api/users').expect(401);
1)

it('adming TH =& Z=3| 7t5', async () => {
const res = await request(app).get('/api/users")
.set('Authorization', “Bearer ${adminToken} );
expect(res.status).toBe(200);
3
1)



Step 7: HQt HHAE =g

javascript

// tests/security/auth.test.js
describe('E2t HAE') () => {
it('SQL Injection A= - 400', async () => {
const res = await request(app).post('/api/auth/login')
.send({ email: "' OR 1=1 --", password: 'anything'
1

expect(res.status).toBe(400);
})s

it("IWT =E A= 5 401', async () => {
const res = await request(app).get('/api/users/1")
.set('Authorization', 'Bearer fake.token.here');
expect(res.status).toBe(401);
1)

it('Rate Limit =1} » 429', async () => {

const promises = Array(101).fill().map(() =>
request(app).post('/api/auth/login")
.send({ email: 'x@x.com', password: 'x' })

)5

const results await Promise.all(promises);

const tooMany = results.filter(r => r.status === 429);

expect(tooMany.length).toBeGreaterThan(0);

1)

// tests/security/auth.test.js
it('xss HO|2E » O|AAHO|Z X2[', async () => {

const res = await request(app).post('/api/users')
.set('Authorization’, “Bearer ${adminToken} )
.send({ name: ‘'<script>alert(1)</script>"' });

expect(res.body.name).not.toContain('<script>");

})8

1)



Step 8: ST EQb

markdown

# npm audit A3

npm audit
# 3o 3

npm audit fix

**
HL
E
I
Hel
[m
g
0x

(docs/security-report.md)

H*

TZME: Secure User API
HHY: 2026-02-22

## 1. 2/EY Hot

npm audit ZA1f: FAHE 07 (critical/high)
- S IR = asd)

- A 2= 1274

## 2. 215/Q1%t

- Wt 7|2 oS A 2=

- BoLA 20| 0|90 H-&

- Rate Limiting &8 (158% 1002|)

## 3. HAE Zat

- MA HAE: 257 St
- ZE AHHZ|X|: 85%

- HOF HAE: g7 E1t

# 4. W ER Atg
- Refresh Token 7+31 ZQ
- 20 ZLUHE dF 28

HoH HHHHHHHHHHHEHHEHHEHHEHEHH



Step 9: GitHub Actions CI/CD +‘8

yaml
# .github/workflows/ci.yml # .github/workflows/ci.yml
name: Secure API CI - name: Check coverage threshold
run: |
on: [push, pull request] COVERAGE=$(npx jest --coverage --coverageReporters=json-summary \
| grep -o '""pct":[0-9.]*"' | head -1 | cut -d: -f2)
jobs: if (( $(echo "$COVERAGE < 80" | bc -1) )); then
test: echo "Coverage $COVERAGE% is below 80%"
runs-on: ubuntu-latest exit 1
steps: fi

- uses: actions/checkout@v4

- name: Setup Node.js
uses: actions/setup-node@v4
with:
node-version: '20'

- name: Install dependencies
run: npm ci # lock file 7|gh =t MX|

- name: Security audit
run: npm audit --audit-level=high

- name: Run tests with coverage
run: npm test -- --coverage
env:

JWT_SECRET: test-secret-key



X5 =2HE By} 7|5

712 = (70%) TH HT (30%)

« APl 2 M= 15F - OF7|ElN 45 F=td: 108
- T FE (ZE &) 158 . 2f0|E 2 2tdE: 10

« 2Ot M8 = 20H . HOL Z|ZE EX: 5H

- HAE FHH2[X]: 108 « QRA Ci33: 58

- s=d 2ot Fd: 108 - 58: 1008

«* AL 2|7/ 7[HF MH . * 80& O|AF 22 OIX



A& Z2ME H 32| AE

O OpenAPI 24 Z X (openapi.yaml)
« O Express.js At 44 A3

- O 574 0|M ANEZQE S
« O JWT QZ/Q17F 1t

- O BOLA ¢0f OjS¥0| HE

- O Rate Limiting, Helmet, CORS &%
« 0 npm audit critical/high = 0

- O 1570 O] HIAE #Ho|& St

- O A= FHHE|X] 80% O &

-0 BQ2|ZE X/ 27
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Section 4

B HEsg Ol
ElH 4ty Ol m el

bSEl APl MA 0 HOF B|ZE ZQ



-5 O|HZE & X 2 FH (18)
. 2}0o|H OB El

— Postman = curl2 AKX APl = A|H

— oMo 2 AHifdst= HO|AL EOF7] (401, 403 S)



S D=4 7t0|=

=2 n|cHH njcu H3ZAE
« RO HEHSHY| « APl A7t RESTfulst7}?
« JWT 02 M2[7t M 2ot K o 0|2 Me[7r LA eI7t?

0 MIQH Al CHRE 2 H Al 2ot 0|=/of7F §Eetor
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T AEI0AM Bl = EQIE

LSt T2ME JXQ Lo]a HHM

[ = ="
2|7t &2 =l E

— routes/, middleware/, models/
« HIAZE A[Lt2| 29| CtFd
— oo A& OfL|2f SlX| A O|A % HAESHE
o E|ZEQ| 2AE

- S HUAH T OIS XX Y
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Section 5
o ES
5 1’8 &8

API HE7L2 HEL| 9ISt 0ol AR}



(o] ol

5U7to| &t OfF 29
v Day 1: APl 84| ¥1%| — REST, OpenAPI 23|, 23}

v Day 2: APl +® — Express.js, O] %0, CRUD

v Day 3: APl EQF — JWT, RBAC, BOLA, OWASP Top 10

v Day 4: 33% B2 — npm audit, Snyk, SBOM, Dependabot

v Day 5: HHIAE X533 — Jest, 1%, d5, =T TE2NE



Day 1 &i&: API EA|9] 7|%

» REST O}7|®{ X AEtUO| 671X] H A
— Client-Server, Stateless, Cacheable, Uniform Interface...
- £2 API URI 24|: BAtY, 559, AI5H
— GET /api/users/{id}/orders (O)
« OpenAPI 3.0 2822 APl EA|%}
— AH HX{(Design-First) vs L= ™ X{(Code-First)
« HTTP 4E ZEO| SHIE A8
— 200, 201, 400, 401, 403, 404, 500



Day 2 S : Express.js2 APl T+

» Express.js2| O/ =9|0f A|Q! of=i ofs}

- 273 - 0&90{1 - 0|&902 - H=2 - SE
2t B 22t #aA EE|
U HZ9| 2’ (Never Trust User Input)

— express-validator, Joi2 AMHAIO|E HF

o] ST Ol=¥ o] TEH

app.use((err, req, res, next) => { ... })

%
- 2tAEH M7 22| (.env + dotenv)



« JWT 259 Helet 7o

— Header.Payload.Signature 72
- g 7|2t H2Hof (RBAC) 24
. Rate Limiting2 2 FXtH ZZ 4t
- B0t 5| 2% (Helmet.js)

— X-Frame-Options, CSP, HSTS &

of



- SEY 342 g dat A Akl

— event-stream: 1,500t CREEQ| 7| K| 7} Y HMIAE ES!

« npm audit, SnykE St XI5 F 4™ A7
. O|E HHZ(lock file)2] 524
— CIO| X npm ci A& (npm install CH4)
« SBOM(Software Bill of Materials)2 & 5
- Dependabot2 2 X}-5 H O TjjX]|

By g

H

b



Day 5 @iH: HAE X5}

- HAE m2ziolE: S (70%) > S&(20%) > E2E(10%)
. Jest + Supertest2 AP| E|AE ZHdH
— describe/it T, expect Of %], async/await
- A FHE[X]: 80% 0|t S H
« APl TP 2 ZAT FHUH EHX|
— Schemathesis: OpenAP| 7|2t At& I &
- 45 HZAE: p95 SH Mt 38 2%

— Artillery, k62 £} HAE



APl HOI X|F NAC|AE

0¥

: JWT + Refresh Token 1+¢i

|7} RBAC + BOLA 20§
A2 A5 BE ALSX U3 MEIMO|E A3

N -
rO |-0

([ ]
N
o

- ¥ Rate Limiting: X2 324 4o
« @ B §|: Helmet.js M &

. @ CORS: 8|2 =HQl |3l

. I’”"| npm audit clean

« M HAE: HOt H|AE #HOo|A =gt
- 2Z: HOl O|HIE 27

- & CI/CD: 29 AO|E E%t
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