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- g0l M system call (sysexcec()) & HOICH =2 == g 2d
- eBPFOHY &= & (= eBPF IHE = 22 & 2ol 45 dlu)
1.1.4 Role & Responsibility

Sl e = 22
AR Rel Kernel Engineer eBPF, kernel e =&
2EY DevOps Engineer CI/ICDHIAE 25
QAL Infra Engineer elzet Mg
orol= Performance Engineer N 32t AdE 24




1.2 SWOT =4

1.2.1 Strengths

e eBPFJ|BIOIct HE =F2 =2 JIAY &8 Jts

e MiniStack J|Et0|2t MHIE 22 ME Ji=s

e AH{2lA Cold Startet= H&tst 25 &9

o JEEE NZUHAN SE-IIsS-LOIZ2tI0] 010 2E2SFEHA US
1.2.2 Weaknesses

e MiniStack2 &! Xl AWS Lambda®t && 6] S26t 2 StH2 0t

e eBPF= Y AHEIN =0 =D & &HQ| JAS

o XTI HANZSZZ HAE &8 SA0H AE ERIIES

o AHIIX SY2S HSA A= A GIOIEDF LE2FOF 2ol &

1.2.3 Opportunities
cloud native / Kubernetes adoption0| 0 =&

XS0 &AM Z cold startEEP AAE Y E HE=
C|I|um/Hubee LoxiLBX & eBPF2l & Z AtdllOF QU
KEXIO CHEE AIE A2 =T E

1.2.4 Threats

A tHE A= s &8l 28 U=t =20 #&ol
=

AWS CloudWatch Lambda Insights Z 2 2ct<*E M3 J| =
Cilium/Hubble S 2215t eBPF MEHH Z2MEQ HnE = U
MBels E3E XHAl2l Of& 2 2 Cold Start 2 MOt & X 23HE Ot
AEX LE UM eBPF JIEt E2 EXI/AHEH/2YE 2O A= = U
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1.3.1 AH2IA & E 25
- E2E 2EA A MiniStack
Classifi [Domain Detailed Metho [API User APl [Syste |Behavior
cation [Function |Function d Endpoint m Call
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Cold Lambda POST [env/functi jaws loca | 2AH0IHIt 8=
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Classif [Domain Detailed Metho |[API User APl [System ([Behavior
ication [Function |Function |d Endpoi Call
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= =N Sys_execv MO
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1.4 SBOM

1.4.1 Primary
Component Type Scope | Purpose/ | Supplier Evidence
Role | Source
Cold Start and Hot Applicati | Primary | Z2 X E [ Project MElAZY o =520t
Passion on/ S| team TAIE.
Project MBlA4
& CHat




1.4.2 Third Party

Component Type Scope Purpose / Supplier / Evidence
Role Source
MiniStack Open-sourc | Third-party | 2Z 0l M github.co | €S 2449
e software AWS m/Nahuel9 |Lambda £Z
Lambda 99/minist MY-UIEZ-HAE
A =D (Init STt HEAE.
-Invoke-Shut ack
down)E
Al Edlol&
ot 11 Cold
Start HHAE
2#EES A5
AWS Service Third-party | Lambda Provided MiniStack J| Bt
Lambda capability ZHEoIY through Lambda &/ & &t &
emulation ad #F MiniStack =, invoke
layer (via o, &= ALel 20t BAIE.
MiniStack) S &, Cold
Start # &
eBPF Kernel Third-party | HE OIHE |eBPF 2B EAAZR
technology / Ay =Y, ecosystem | GAIE D, 4=
open-source HNa Y= Hus HE 28
ecosystem CHare.
Cilium eBPF | Open-sourc | Third-party | eBPF github.co | 28 244 URLE
Go library e library T2 ) m/cilium/ | SAIS.
Z2&/utolg ebpf
Ol A2 &l =
ctol=eiel
HE
bpf2go Build tool / | Third-party | eBPF Includedin | 2M0IA 2E =512
code T2 Cilium eBPF | 2 Al E.
generation toolchain

tool




1.4.3 Runtime Dependency

Cold Start
2t
OlH E

2 13

Component Type Scope | Purpose/ | Supplier Evidence
Role | Source
bpf_ktime_get_ns | Kernel Runtime | Lt== Linux BIEAEE =5 2 2
() helper depende | &t eBPF =Y oz HAIE.
API ncy EtA A | helper
I Es
kprobe / Kernel Runtime | eBPF Linux API/Endpoint & 0l
tracepoint tracing |depende | £2 XI& |kernel SAIS.
hook ncy tracing
mechani subsyste
sm m
Linux system call OS/ Runtime | T2 MlA | Linux 2] &g/ U4
sys_execve() kernel depende | & AlE | kernel ANAE 22 HAIE
interface | ncy 2 Al




1.4.4 local runtime

n

Component Type Scope | Purpose/ | Supplier Evidence
Role | Source
Local HTTP endpoint | Interface | Local MiniStack | Local MHelA 83 2=
http://localhost |/ runtime | J|Bt & |environm | &S50 HAIE.
- (port) endpoint SE ent
I mlol
ﬁ
Invocation endpoint Interface | Local Cold Start | Local Cold Start &= & =0l
POST / runtime |S%& environm | HAIE.
ol = 1 O] ini
name}/invocation d=zel !\/thtagk
S E integratio




2. MiniStack
https://github.com/Nahuel990/ministack

LambdaS ZZ A MA-HIZ-HAE


https://github.com/cilium/ebpf
https://github.com/Nahuel990/ministack

°Ed EL

$ toy-project@

— ministack@latest

| L— aws-lambda-simulation (2% HH
| L— cold-start-trigger (&S
— kernel-monitor-logic (AIAE =2

| L— sys_execve-logger (Z2AlA

| L— timestamp-collector (JIZE YAl

L— ebpf-optimization-suite (eBPF [
L— cilium-ebpf-library (2EAA
L— bpf2go-compiler (Go HIQIE







21 AdelA &8 =

USER SPACE monitor.py § Sample : _
(Monitor) (BCC Lﬂader) ; ALL] [COMM] [FILENAME]
Virtualenv
F\@ LocalStack Container s
USER SPACE o awslocal [ 2] LocalStack (3] Server!ess
(LocalStack) Tarbdalinyvoke Process Function Trace Events
(python) (Lambda) (PID, COMM, etc.)
SYSCALL (sys_execve)
KERNEL SPACE Secure sandbax
Oracle VM Host %* eBPF Program
( Linux Kernel) ((: e AREVE (test_exec.o, hello_exec) AT
kprobe
<3 NG
RETRUCTRE ag Oracle VM Server v Host VM Hardware
[ Bare Metal/KVM Host ]

211 & 2%

1. Ubuntu 2 0l Al MiniStack (: AWS MHIAE 22 21HI0IH CHUIA 20l &dt=
MHIA)S 0l o AWS Lambda 22 MHHclA &&= &2 0l A mock
2. =8t lambda mocking AIHEI A 20 A, 222 HIAE IHE S A AlFH system

call 2&

21232 24

- 91X 2}: docker-compose.yaml, ministackenv/, bash.sh

- Target: index.py
- Ebpf 2LIHE Q& v1/

$ ebpf-server-implement@1.0.0
— docker-compose.yaml (Oracle VM |0 Al S3, Lambda S2| Aws 29 HHOIHZ Y *R&=

H)
(test code. O] DEJ AlSHE [ LMSt= system callZS ebpfIt hooking)

(test code. £ =56l lambdaS Ui i G} AE =E EE

— ministackenv/ (ministack® &3 I, awslocal &3 0l &2 204)

L— vi/
F— kprobe.c (HE 2E. 2lsA HE0 0lAZ0 Z2HA F

L



http://bash.sh
http://index.py
http://index.py
http://bash.sh
http://index.py
http://main.go

_D—IE
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11 HAE =45
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DI SAN HEE U= sFS ZHGIISLICH

02 2tetet HHAES Python 8 2= 1, 0l E = &
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=0 A Lambdalil 2 &€ &= U=
N COtE &+ ZIEE A A S#F0 A BHE Dt s st

0l= awslocal EE 0 E AtE0dl MiniStack 20l Lambda &
SENMHLAES a2 dd ZUE SHAMSLILEH O
ANESHA 20, NIt =8 Z2 180] &M Lamb
22 Ubuntu 3 0IA AIESH2 &= ASLICH
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UM HEH S&ot=Xl

Q__
o
rﬂ

|> IUIIIJ

Ol 2 Soll Ubuntull M MBielA 83 = dli=otAH &0l It
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1) MH2lA 2H0l 83XO2 PEAS LI

Status: Downloaded newer image for localstack/localstack:latest

Creating ubuntu_localstack_1 ... done

2) AMAE 2 (sys_execve())0l ebpflil 2/6H hookingTl 11, 0| & £ E userdt
PLIHEGIEE ot =4 eIt & AdEASL EP

TIMESTAMP SYSCALL COoMM FILENAME
03:23:33. Sys_execve python3
03:23:33. Ssys_execve python3.
03:23:38. Sys_execve python3.
03:23:38. Ssys_execve python3.
03:23:38. Sys_execve python3.
03:23:38. Sys_execve python3.

03:23:38. Sys_execve python3.
03:23:38. Ssys_execve python3.
03:23:38. Sys_execve python3.
03:23:38. sys_execve python3.
03:23:38. Sys_execve python3.
03:23:38. Ssys_execve python3.

[5H 2 51 OF Bt= BHAI]
o NS D202 #:eBPFE H OHE A
DE 210 MBSOl ASLICH B IR X
eBPFJI OIGHE 4 U= B2+ SHHE Bt
o BOAZINEUA NE ABEDE B2

SrLICh.
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= ZZHEO| CI/CD L0l 2t 2 eBPF J|8t HE Ol ¥l E HI = It MiniStack J1 Bt
MHcA AlEdolE &8s ez et

ClEHHNAE 2I&d & SBOM E&d,eBPF 2= Jitsd, &2 Jls d 5, MiniStack £ &
m=ds 348t

=y
CDHAHNAME min HA E= v El ] MH ANES JI=CZ IS HAE L YUEE
M& Eot1], SBOME MA-& 260, GitHub ReleaseS OOSPO# S BHEE =SSt

AL 4J
0
&
02
Jo
o
OoT.
>
0%
I
0]
s
M
MHo

Cl |2/l&4d L SBOM | EAAOEH push, a5z
38 24 gy Y 2ot pull_request
;;c_|otx4 X A
T o oo

Cl |eBPF 20+ & eBPFC2E2A Go |HdBCIEnE | MHHE Gobtoly
grold HIAE Hold MA Jts oty
= &ol
Cl | &=l HAE e 2= JIs eBPF 2 & HAE 271
ZEd E3S HAE =
Cl | MiniStack & & M elA SR HAE = 23 EE5 21
23 AMEd0ol& 2&F 9
CD | XS HAE/E [HHE HN DE MEH |main HX £= (=2 EE 20
&S z = 8ol v* B0
CD | SBOM &4 & & B i A== 9 Ch&E& = SPDX/CycloneDX
&2 A HA SH SBOM

CD | GitHub Release QLEAA X Bl J|IFE E= Release note, & &
M A ==y == X o+




4.3 Cl ZHAH &Ml &

C | Job OIS A3 4 == BB II&E
Al
=l
[=3
1 sbom-and- | Third-party Go 2E 22 &, SBOM XA gtolEdel
security- | ctOI2eiel, FHAEL Zetd =ol, | A 2ol I
H o x| ot & A SH = 3
scan ot FHo A SCA = oOFF A S
2 |ebpf-buil |eBPF 2= & LLVM/Clang & %I, go bpf2go B2 &=,
d-test Go HHOIS generate ./... ¥ 49 It =0l
MY MY =X =
3 unit-test |WE 2= JIs monitor/logging 2t & &< HAE MY S
s HAE =34
4 | Ministack | MiniStack & | docker-compose.yml MiniStack &€ &
-config-c | &4 =T 291, MiniStack =l
heck OIDIXI AMFE 2 B

4.4 CD A &Ml H

| Job 0|2 =& = HH = 2
S
1 release-va | =& BHZE MM HAE THA S, Hi & Jts st &l Al
1idation sy &35 N =Tt AR &2
2 generate-s | 3% AN | Z2HE J|= SBOM SBOM It 44
bom _g_jH AOH/g
3 create-rel | 3 €2l X GitHub Release 24 &, H&EE =i




45 EC2|H X &
orsne =% °| 0l
push to main Cladl +CD &2 AEH Oel Eaixl Bt Al S8
& a3
push to develop Clad g Seixl 2 834
pull_request tomain Cl&d e M A S
push tag v*.* * CD & SAHN el
workflow_dispatch HEN CD A It s s el E=23 e
4.6 SBOM 2& 1824 H2lH
H2Z2ES SBOMEHM HES JIE22 H2E6HH Ofel 2F 25 LICH
TERA = =2 A
Cold Start and Hot Passion Application / First-party X ABlA
Project Al [ A
MiniStack Open-source Third-party Z£Z Lambda
software MHFD
Al&dlol&
AWS Lambda emulation layer Runtime Third-party Init-Invoke-Shutd
capability own & & =&
AR
aws_local_lambda_create | Project First-party £2Z Lambda
() wrapper/API 44
aws_local_lambda_invoke | Project First-party & 2= invoke &
() wrapper/API Cold Start & &
Serverless function test Application First-party Cold Start =&
workload component CH& &f =
print_log() Software First-party sys_execve @ &
component g J|I=




get_time_of_exec() Software First-party SY AL =E
component
sys_execve() OS / kernel Runtime T2 NA 84
interface dependency AE ZX
eBPF Kernel Third-party HE O|HE =2
technology technology LY AHS
Cilium eBPF Go library Open-source Third-party eBPF 2& &
library Hiol gl
bpf2go Build/codegen Third-party eBPFC ZEE
tool tooling Go Hteld e 2
My
eBPF C source Software First-party HY o|HE &2
component Z
Go binding / loader Software First-party MNELF S AS
component
bpf_ktime_get_ns() Kernel helper API | Runtime Lt = &9
dependency EtY AT 55
kprobe / tracepoint Kernel tracing Runtime =2 XNE N3
hook dependency

http://localhost:(port)

Local endpoint

Local runtime

MiniStack S =

OIEH H Ol A
POST Invocation Local runtime st S =
/env/functions/{name}/i endpoint ANELONE

nvocations
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A 2 E By gf A JItH St

Mo CIOl Al eBPF &2 S 2} MiniStack & & &8 gt= HEE X 8F X0 24
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PSP CD&N MM HAE/LE THES E2M el X el
=22 SBOM MM L &e|X EHE AMNEAEY FH IIs
= od A
ToOoO O
200 BH=E GitHub Release J| Bt H& 22| ZAAHIZE O H
22| H =3
SANEx4 CletCD ¥9& 22| S HIE e =2

= T2 HMESCI IOl Zetel 2 eBPF JI 8 A= 2 X U MiniStack JIEF AlBH 2l A HIAE
sHO ML S &20H)| Plo SHEUCH HH LELAA O|EH It SBOM B Al 2*
degtds E&ot, gl 2o HAEH S E XSt 0| = bpf2goE Soll eBPFC ZEE
Go Ul OoZ MHs = QU=Xl ZSot, R 250 et &9 HAEES =& 6Lt

& MiniStack £ d ItZ = & 0I6t0 Lambda Al=d0/& &30 B&4XHO=Z
o 5

= TEHMEOS CD IOl Zt2l2 main Al £= v* B ] /ég“/\*c’ JELZ SASHCH &
HAHNAME R4 IS HAE} LEE HESotH &M ZEJH el X Jissh e X
BQlIetL O0l= T2 HME PdRAS 2 AMetet SBOMS é'i’éok_’, 0l £ GitHub Releaselil
HE0H s FHL= 2ottt 2158 2 2 GitHub ReleaseE M EEOZMN 2LE LA
gl HES MAE2Z SIHeHC.




4.9 S0 QALE
2 SOt QPALE M2 2 (OWASP & =) TZME BtH [ &
=
SR [ CI/ICD OWASP Top 10 CI/CD Security Risks | main 0 XI, v* € 1
-01 | Ol Z2teloll= — CICD-SEC-1: Insufficient Flow J| Bt Release
SOlE Seixl 2t Control Mechanisms. =) &210]|L}
0 HelXE 2lF S0l &4 DE-OLEIHE D}
s > QAEE | I0IE2IeS et HED = FES
HZ 5= SHZ | CI2CH (OWASP)
X Z 0 OF 8HCt
SR [2&EH,2E &+, | OWASP Top 10 CI/CD Security Risks [ cilium/ebpf,
-02 | 44 2=0ll CHoll | — CICD-SEC-3: Dependency Chain bpf2go, MiniStack,
ATERNH S22 | Abuse. 2/ 2 IHI| X, 2t0I1Eeiel, Go module
2S5 S =HollOF 2400, 2E Xo 4= A0
SHCH, (H=8HCH (OWASP)
SR |HHEZ 8 B& OWASP Top 10 CI/CD Security Risks | Release & & SBOM
-03 [ OtEIZH E 0l CHoH — CICD-SEC-9: Improper Artifact
SBOM 44 & Integrity Validation2t ™ 2t & Ct,
22S 2ol OF OEIHES X4l A A
BtCH. Jbs4 2 B2 6l 0F Lt (QWASP)
SR | Cl/ICD & &4 OWASP Top 10 CI/CD Security Risks | GitHub Actions
-04 | 30 M AIE3t= |- CICD-SEC-2: Inadequate Identity token, release & &t
E3, WIIX and Access Management,
d XA ER] CICD-SEC-6: Insufficient Credential
=B Y, GitHub | Hygiene. & &F DiCH Y XA S Y 22
det2 XA #HE | 01E |0l CHS6HC. (QWASP)
HA=O = XSl O
StLCH.
SR | MiniStack, Docker | OWASP Top 10 2021 — A05: Security | docker-compose.
-05 | Compose, £ & Misconfiguration. 22t & & st

dCHoIE Y2
=t JHE
AFE BRI 2 D
o8NS
YAROZ
2025 OF BHCH

QuN Hot sl

ANE PSS

s, Jle €48

tCH (OWASP)

0

ol

yml, localhost
endpoint



https://owasp.org/www-project-top-10-ci-cd-security-risks/CICD-SEC-01-Insufficient-Flow-Control-Mechanisms?utm_source=chatgpt.com
https://owasp.org/www-project-top-10-ci-cd-security-risks/?utm_source=chatgpt.com
https://owasp.org/www-project-top-10-ci-cd-security-risks/CICD-SEC-09-Improper-Artifact-Integrity-Validation?utm_source=chatgpt.com
https://owasp.org/www-project-top-10-ci-cd-security-risks/?utm_source=chatgpt.com
https://owasp.org/Top10/2021/A05_2021-Security_Misconfiguration/?utm_source=chatgpt.com

SR | 2Z HIAE OWASP Top 10 2021 — A05: Security | MiniStack, Docker
-06 | &&d0letE Misconfiguration. 22 st LLE, runtime
22 st MHIA DS E8SE HER E8E
NHIA-ZE-2HH | Al2I2 2L} (OWASP)
o4 Jlss
8l &t A 3t of OF
StCH
SR [eBPF =212 | OWASP Top 10 CI/CD Security Risks | sys_execve,
-07 | 31 2= hook — CICD-SEC-5: Insufficient PBAC 2t kprobe/tracepoint
X &0t AFZEStL], | A05: Security Misconfiguration
Ze i UM S == JULH F,
OlMIERH =ZIGHOF | IFOI Z et EtY 25 =&
StLCH. HehE A e 0| 2206t
(OWASP)
SR |eBPF 24 ¥ H<Z [ OWASP Top 10 2021 — A05: Security | eBPF attach
08 [¢E 2E=9H Misconfiguration. 21Et & & @&,
A3 29 AT A3 5, 0 Mel 2EMe 2ot
Xl E 8ol OF 2222 0|0H&E = UL (QWASP)
StC}.
SR |AIAE 2 27, OWASP Secrets Management Cheat | print_log(), trace
-09 | PID, HMHE=Y, Sheet= HIZEEA B2HE Y |event =
oed s 2= 2el, ZAH =& 2 AIE 26
HOolH= SIZEE [20-HHMENE sLst A
F At OrAZ = 2= HZolOF 8Lt (QWASP
dM = M Zolf OF Cheat Sheet Series)
StCt
SR | 22+ O|BIE S OWASP CI/CD Security Cheat GitHub Actions logs,
-10 | CI/CD & & 2 1= | Sheet2t OWASP Top 10 CI/CD eBPF monitor logs
P8 g2t Security Risks= II0| Z 2}l & BtO
FHIIsES ZAJtsE =8 SHE 28t
S &0l OF 8tLt. (OWASP Cheat Sheet Series)
SR |HAE L &|X OWASP Top 10 2021 — A05: Security | docker-compose.
-1 [ EE2 ME Misconfiguration. == =& BXt2 |yl workflow I} &
tsotl & gl2teld 8d 24 £0l= 20|
0180l d= & & sH A1 0I CF. (QWASP)
ot Jjgre =z
22| oif OF StCH.



https://owasp.org/Top10/2021/A05_2021-Security_Misconfiguration/?utm_source=chatgpt.com
https://owasp.org/www-project-top-10-ci-cd-security-risks/?utm_source=chatgpt.com
https://owasp.org/Top10/2021/A05_2021-Security_Misconfiguration/?utm_source=chatgpt.com
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html?utm_source=chatgpt.com
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html?utm_source=chatgpt.com
https://cheatsheetseries.owasp.org/cheatsheets/CI_CD_Security_Cheat_Sheet.html?utm_source=chatgpt.com
https://owasp.org/Top10/2021/A05_2021-Security_Misconfiguration/?utm_source=chatgpt.com

SR | MiniStack J| gt OWASP Cloud-Native Application MiniStack < &! X
-12 | mock & 1t &/ Xl | Security Top 102 22t = UIOIEIE | AWS 0| & Al
29 8329 BHEO oMt s S| st
X0l & TZNME[L Ol ZZ2ME WMt e
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