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F-01 HN 244 H3 APK SHA] 3! M (Signature) SHA| ZtS 7| & C|O|E{9F CHZESIO] 4ol 21X HZE ofF Zol
F-02 X 2td 24 71719l R&!(Rooting) 4/Efl, CItHZ ZE 23} o2, ol E2{[0|E] F& o7 HAIZH YX|

F-03 Hob =3 EfX| Frida, Xposed S H22] I AP Z20f &4 8E|= T3 o MH ofF =l

F-04 T 7|8 ®of EfXl =Y 7HE K E PAst 2l" HE &S, S5E AH|A 0] 51&(Allow) HE 2H.

1. 85 224 AS (F-01)
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Z: VerifyRequest ZH| 2 MEEl Rooted, IsEmulator, DebugEnabled S2| 22| (Boolean) Zt2 M350 /& M2 ghitst
o

3. Hot =3 BtX| (F-03)
» HE: Frida, Xposed Z0| HE2| HELE API 220j| ALEE|= 2%t 312 =5 FotdL|C)

»  FL HZ: risk_service.goMl| A isFrida(+1008) & isXposed(+80&) 0155 TS0 Danger S22 2 &= A v ML|Ct .
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€D Ar1 M| HMI(API Specification)

@, API Request Handler
s API Method z=2 a4

APK H & (IH7| X[,

H S)E JSONSE =4l
E Rad did A
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VerifyHandler POST /api/verify i
(VerifyApp)2 =

M AE JSONCZ SE (response.go)
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T4~ EC (packageName, apkHash,
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RegisterBaselineHandler POST /api/baseline

I o2

signatureHash) R4 Al 3
Repository A1EE &3l Baseline E|0|E0]|
XE

URL Z2 Ij2t0|HZ 7| XFE +H

7= _ _ _ Repository A1ES Soll i Aol 7|1&EeU &=
GetBaselineHandler GET /api/baseline/:packageName |

IS= 2ol 32 404

fot 2
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2
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2| m2tolE 2 yuIDet £2] 7|ZH(hours)S
RS 24
L GetResultsHandler GET /api/results .
3| Repository

A
TS E3|8t0d kst

==

1E2 Sdll slig 712t L A5

IIh

Repository AlE2| S&'E HI0|H He| &
S SEE  pHand POST /api/c] £==
eanupHandler api/cleanu
ololg| Mz P P P Safe(7%), Warning(17i®), Danger(37H&)

Z1 H|O|EE XIS AHH|

& api routing

api.POST("/verify", handler.VerifyHandler)
api.POST("/baseline", handler.RegisterBaselineHandler)
api.GET("/baseline/:packageName", handler.GetBaselineHandler)
api.GET("/results", handler.GetResultsHandler)

api.POST("/cleanup", handler.CleanupHandler)




@, Risk Analysis Engine & Scoring Logic

HE 7| VerifyQueue FNEEH YaEH A AT 28 H0|HE Queued] QHHSHA E2tstH 22 M2,

. Worker / o121 7H2] Worker(Zt2EXh7t QueuedilA RH S Tt 2t SA|O(EBXMOE) X2|sto] A

<= StartWorkerPool t ol a5t BEX].

B I .

2t VerifyApp 2832 E, HZ oF 52 B85 2450 st Aol Hof 2l M4t 52 TH
DE WIp7t B = Z1} O|0|E{= DB(repository.SaveVerifyResult)dl| 7| 25t HS

247 x{&t VerifyApp Yot Bt X|Z 23t H|0|E (rep y fy )oll 71 va
OlHEg EFNoZ Ht

i HI (&M 23]

W EEH APK S{A| R[HZE CRITICAL 1008 apkHash 22X| ZX|

A 2EY M (Signature) 2|HZE CRITICAL 100%™ signatureHash 2 X| ZX|

S 24 Frida X CRITICAL 100%™ isFrida == "true"

SH 24 Xposed ElX| HIGH 80% isXposed == "true"

7|E} 0|SE m7|X| MEDIUM 508 UnregisteredPackage == "true"
2E| Rooting 7|7| EtX| MEDIUM 408 rooted == "true"

S 24 ClHZ HE gHgt Low 208 DebugEnabled == "true"

Ihat 2t ol S2|0lE A% Low 108 isEmulator == "true"



€2 clloleito]A MA| (Data Architecture)

ER-Diagram ! E|0|E 47|

Bt X &0| ofl Hot Hjo[E{ o] E40f| StE 2EHel A7|0tE 24|

» Baselines (¥ 7|& ME): I|7|X|HS PKE 8l0] 1M S E&3IT, apk_hash®t signature_hash= X80 ZHZ9)|

> VerifyHistory (23 O|&): ALX} 77| AlHZk(uid), I H==(risk_score), HH S&(risk_level) S8 7|55t0] 2ot ZA

ClolE =3] M& %|X3} (Indexing)

"CHZFS| 21 Ho|E{ollM EF 7|7|(uid)2l Z[Z AElf(executed_at)E O(log N) AlZt EFEZE WEH =&
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[8 4] cllo]E] MHZE7| M O] (Log Lifecycle Management)
Hot S50 et 23 Ht 7|7h2 X1Se5te AE2|X| 28 Izt

» S3ZE XS 22 (TTL Policy):
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»  XtS2 #%: CleanupByRiskLevel &+~E Sdlf DB 2i|'&0i|A DELETE #2Z|E Z|Xztsto] A

[ol3

GORM 7|8t Q1 a} X} 55}

» AutoMigrate: Go ZEQ| FLZ&H|(Struct) HE Aret2 DB A7|010] ZA| HHFEI0] M2 E Ot ENX|
2 HIES H|AztE
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» Transaction Safety:

» A3 20 MED =23 FHE| It S| O] RO{X| =5 GORM QIE{H|O|A &,
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AMZEEl H4:0f 2} Safe / Warning / Danger S& THE.

2|& £F (Threat Level) A M| T ALR: (Technical Reasoning)

Safe 0H ¢ R24 28X OS HEHA Ho HAM 25 H22| U IhY A|AH

A2 2E|xt Het SEFE) £ 24 ME WL OS2/ 2 Qlsl AHE

Juis

Warning 10~70% a4, Hot FA 23} N N
H2e2| M= 9 HIo[E 237t 7SS F[oF 2.
80%H 0] , R Frida, Xposed 52 S8l &AZIQ2 o TZMAC 2ETF FUEO EE|/QIS
Danger & FEd = N -
A 2Z[0| HZ(Hooking)=l 1 Qs Fuist Feh A%
oy B | o] =Xl 7
Z3% 5ot ! E3 2| (DevSecOps)
SBOM (Software Bill of Materials) 2t2|
» BN AR B9 QELAA 2H0|ER{2|(Gin, GORM, Postgres Driver 5)2| £EA st 5l F|okd 22|,

» ETgovulncheck £ E&3t0] ZZMEQ| o|Zd Ii7|X|E A3l SH F|2FE(CVE) BXL

Cl/CD mjo|zatol 14
» Cl (gosec, GitHub Actions): ZE Push A| A}& HE(0H), Unit Test, gosec =7 E St YA Xt& A7H.

» CD:HIZE S1t Al 2 MH XS HIE Z2AH[A

» govulncheck 41 23t 7|5 8! I{7|X| Hot HH|0|E 0| &A| 22|

»  GitHub Actions 21 22|,



T o2 3 o= A2
e arg
o= Hot AIFl T2: Go(Gin) 7I5te] 55 Al AP| 7% 3 224 B 27 AF 2R

DB %| X3} 8l XtE3}: PostgreSQL S8 QM (uid, executed_at) X 212 S2E 23 MEFI|(TTL) 22| 25 13 22,
Z 2ot MA 3 JHY A0l A gosec X govulncheckE 838t AATE 5l Q|5 2to|E2{2|e| FOlf F|AH (Critical) 8 &

: String,
String

String,

JreHash: String,

String,

rializedName(

rializedName(

Hello World!

interfac

@POS a )
equest: IntegrityRequest): Call<IntegrityResponse>

@ Go M= M HA|ZH 28 X2] L H|=L|A 22 273

[2.587ms] SELECT * FROM "baselines” WHERE package name = 'com.example.dummy program' ORDER BY "
2026/03/31 18:00:00 [INFO] com.example.dummy program Of CHEt 7| =Zto| SlgLUICH. (HY 58)

fields map created successfully
[GIN] 2026/83/31 - 10:00:00 | (RS  192.168.8.15 | " Japi/verify"
2026/03/31 10:01:52 [INFO] 25 QA | app=com.example.dummy program | version=1 | rooted=%!s(bo
record not found

SELECT * FROM "baselines™ WHERE package name = 'com.example.dummy program’' ORDER BY "baselines™
2026/03/31 10:01:52 [INFO] com.example.dummy program O CH#t 7|&=Zto| Si&L|Ct.

fields map created successfully
| __z.35ms |

[GIN] 2026/03/31 - 10:01:52 |

2026/03/31 10:01:52
[@.507ms]

192.168.0.15 |

"/api/verify”

"id" LIMIT 1

false) | frida=%!s

d” LIMIT 1




® PostgreSQL Cl|O|E{H[0| A HZ 0|2 Mxj o 2| $it

— Odo =1 e ?— o
id uuid package_na version_ apk_has signature_hash rooted debug_¢ is_frida is_xposed is_emul; risk_scali = 4T N allow
[PKlinte text 4 text bigint  text text 4 buulean/ boolean buulean/ boolean s boolean bigint [RE53 9 boolean, timestamp with time zone *
1 10 cB85ac3.. com.exa.. 1 1d3f.. b5dbaBcc73b7d5fadd..  false true false false true 80 Danger false 2026-03-31 10:01:47+09
2 9 c8bac3.. com.exa... 1 1d3f.. 5dba8ce73b7d5fadd false true false false true 80 Danger false 2026-03-31 09:59:56+09
8 cB5ac3.. com.exa.. 1 1d3f.. 5dba8cc73b7d5fadd..  false true false false true 80 Danger false 2026-03-30 22:23:14+09
. o = . — = -
- IPY Z1k(Risk Level), 518 012 (Allow), &8 A2t S a4 2ot X X7 ol
rapr .
g3 %7 7g)
» Cl/CD mo|Z2fol XHE2t (GitHub Actions):
» WX £EBOR £ T2 Ho AZf(gosec, govulncheck)2 GitHub Actions ¥ 3EZQ 2 0|&810{ ZE Push Al Xts BA MA +
=
= 0o,

> i0S 8t XI: Swift 7|8t2] i0s T8 AE Z&E X AIZ20[E X 22| 7} Y.

CHS: Flutter, React Native S St0|E2|= 4 2tAS (ot H

8 Hot SDK 7| 8l Bz,
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