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{ "success": true, "message": string, "data": object }

{ "success": false, "message": string, "error": { "code": string,

=3 x
S8 72(0lel) "detail": string } }
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E=amiell POST /api/auth/login
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(osv + semgrep) POST /api/scan

S A QR POST /api/aianalyze

&g o - data.event

=& Z210 X3 - receiveRepositoryUrl()

=24 21 54 . .
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"success": true,
o _
"message": "Zto] B4 3l 234

"data": {

"userType": "user",

"remainCount": 17

0lled & (401 Unauthorized):

"success": false,
"message": "¢I5o AFIASFYT. ",

"error": {

"code": "INVALID TOKEN",

"detail": "Firebase 1=

POST /api/activity — N &4 32 24
MHIAQ Al MAUE S otUZ, AFZ XD 2 & 8 GitHub URLSH R M 2| uidE AHZ
HMEGH0] github & A FE 224 X2 LHES MHEHLICHL
23 (Request Body):
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"repositoryUrl": "https://github.com/StayPotato/WebGoat 1",
"uid": "guest 5g5cpsik"

3 & (200 OK):

"owner": "string",

"repoName": "string",
"description": "string",
"primaryLanguage": "string",
"stars": O,

"forks": O,

"openIssues": O,

"pushedAt": "2026-03-30T07:46:35",
"hasReadme": true,

"readmeContent": "string (markdown)"

0l S (500 Internal Server Error):

"errorCode": "INTERNAL ERROR"
"message": "AH YF LF{FIF HdAIAFYL. ",

"timestamp": {time}

POST /api/scan — £ 2tA2H (osv + semgrep)

MBIAC] sHal MUE S otUE, ArE X 2 &8 GitHub URLS MBIZ &S
s ddgLith ol= 23 API= 0] RE WA €2 & analysisldE
SHELICH

23 (Request Body):

“gitUrl” : “https://github.com/spring-projects/spring-boot”

}
d3 SH (200 OK):
{

"scanId": UUID,
"summary": {
"osv": |
"totalUniqueVulnerabilities": 19,
"affectedPackages": 4,
"bySeverity": { "CRITICAL", "HIGH", "MODERATE", "LOW" },

"packages": ["name", "version", "ecosystem", "vulnCount",
"maxSeverity", "scope"]

}y

"semgrep": {
"totalFindings": 165,
"bySeverity": { "ERROR", "WARNING", "INFO" },
"topRules": ["rule", "count"]
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e ]

Oled S & (error):

"errorCode": "PRIVATE REPOSITORY",

"message": "Repository not found or access denied."

POST /api/aianalyze — README LLM 24 2 &

MBIAS] iy MUE = otLEZ, /api/activity Ol A 280t Readme Gl Ol& £ LLMO| |
S0t =4 AP = ddeLth

2 3 (Request Body):
"repoName": "KISIA API study",

"repoUrl": "https://github.com/StayPotato/KISIA API study",

"readmeContent": "string (markdown)"

2 S & (200 OK):

"installationGuide": true,
"usageExample": true,
"troubleshooting": false,
"qualityScore": 62,
"summary": "string",

"classification": "library"

0llei S & (400 Bad Request):

"errorCode": "VALIDATION ERROR",
"message": "GitHub A4 URL &2)o| olduyr}.»
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FE: React.js |8t UI-CHAIE2 & & / BE: Spring Boot API-LLM &
25 i / WebClient HIS)| S4& HEZ

APl &2l HHAE LLM R e84 &0l ZTEE-2 S8 HIAE

= o o = 4,

Docker 18I0/ 4 3, Linux A + Firebase Hosting i &

Cl2&Ee X & SBOM

7.1 Spring Boot SROIlE C|2EC| 1 X

src/main/java/com/kisia/gitchecker/
—— GitcheckerApplication.java # Spring Boot J| =
—— config/
—— AsyncConfig.java #HSI Ml 88
—— FirebaseConfig.java # Firebase Admin SDK ZxJ|&}
—— SecurityConfig.java # Spring Security Z & & 2/-CORS
— WebMvcConfig.java # Interceptor(2! == Hist) S5
— controller/
—— ActivityController.java #HELD B4 QF
—— AiController.java #Al =28 2F
—— AuthController.java # 202 0IZ/HAE H&E
—— ScanController.java # 20t AMHRH
dto/
|I'_|__ request/
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— AnalysisUrlIRequest.java # =24 URL R& DTO
— ScanRequest.java # 20 A QA DTO
response/
—— AiAnalysisResponseDto.java # Al 24 & DTO
—— AnalysisUrIResponse.java #URL =& 2 DTO
—— RepositorylnfoResponseDto.java # &4 8 S DTO
—— ScanResponse.java # 2o AM SEH DTO
— exception/
—— GlobalExceptionHandler.java #8902 Hel
—— PrivateRepositoryException.java # HISIH M& A 02
L— ScanException.java # A0 ATH 0l 2
— jwt/
—— JwtAuthFilter.java #IJWT E2 2AH0ISAN
L— Quotalnterceptor.java #AAE/SIE === Hist
— service/
—— ActivityService.java #HELE XNE 8-24
—— AiService.java #LLMAPI HES-TETE MY
—— AuthService.java # Firebase EE 25 -dE 20
—— FirebaseDbService.java # Firebase DB CRUD
— GithubApiClientService.java # GitHub REST API S4l
—— MarkdownService.java #0022 ZE MY
L ScanService.java # oA A-Z 1 X
— resources/
—— application.yaml #OHScAHOlE &F

L gitchekcer-firebase-adminsdk-*.json # Firebase 9! & 3|

7.2 SBOM (CycloneDX 1.5) 4 29

CycloneDX Gradle 221121 Soll 2= Al SBOME Ats MEGtE=
MANS SBOMUl= RE XE-2tH O|EAM0 ATHEY HA 2I0|&A

Lt:’—’;o—’ 0O 1L — O L —y
ZerE LILh

dotAsLIt
ol Al 840l

~—

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:6612d444-24b6-4fd9-a552-e52af89dcbab",
"version": 1,
"metadata"; {
"timestamp": "2026-03-31T715:29:16Z",
"component": {

"group": "com.kisia",
"name": "gitchecker”,
"version": "0.0.1-SNAPSHOT",
"type": "application”

}

"components": [

{
"group": "org.springframework",

"name": "spring-aop”,
"version": "7.0.6",
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"licenses": [{ "license": { "id": "Apache-2.0" } }],
"type": "library"

13

{ n.on

"group": "commons-codec",
n.n

"name": "commons-codec",
"version": "1.19.0",

"type": "library"
Y
]
}
X ? UHE2 s MdE SBOM(sbom.json)2l & 2 0|0, ofAlI-2t0lE8A M= S
& Al GIOIE1% ESict MM 22 T2NME MAEANH Z&E 0 USLICH
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GitHub REST API Stars ‘Forks ‘Commits ‘README %

OSV-Scanner CVE &4 FHH

Semgrep AFIE AHA FEA

LLM API (Claude, ChatGPT, Gemini) — README AA H7} 2

ScoreCalculator - 4t AE 7R SAF (1007
{id}/status (X3 polling)

GET /apl/result
GET /api/result/{analyzedetaillId}
GET /api/copy
Clipk d API — Notion S

[ mpAg=
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