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S8E 7|& eBPF

DR2HE M GitHub Star
kindling eBPF-based Cloud Natjve Monitoring Tool 1.1k
falco Cloud Native Runtime Security 8.8k
loxilb eBPF based cloud-native load-balancer for Kubernetes | Edge | Telco | 1.8k

| 10T | XaaS
calico Cloud native networking and network security 7.1k
huatuo A cloud-native operating system observability project based on 1.2k

eBPF, incubated under CCF
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| Workflow
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Al
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bake_data()
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(1)

4t ES|A
(71FM vs. 2|X{3H

(integrated_handler1.hello_handler)
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shm_registry.init_registry() ->
Arrow H|0JE{ 44 ! X271

=

37 HIZE| (SHM)
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InstanceRegistry.u

-> A ﬁHrOIE (WARM=2)
SHM REGISTRY

date_status(status=2)

Integrated Response (metrics)

ebpf_writer.py

(/dev/shm/lambda_registry) 2ol
InstanceRegistry.update_status(status=1) Python stress-test-shm SIEF2 Al},
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# Zero-Copy Serverless %|X{3}

0| CHA| 2 E = Baseline 4|1 eBPF / Shared Memory H4l2 SA|0f| =&
Hiof mj'd
@ &+ ZE (Invoke)
B 7|15 =7|3t

Z3p7t EA|=| AL

= 3

Latency (ms)

Baseline &%

eBPF / Zero-Copy &= ‘d3:277.91 ms

K| A|ZF X}O| (Baseline - eBPF): 22.26 ms

B 7 E: eBPF / Zero-Copy?} Baseline 2.Ct 11A] 198 38%
B 11.05% O HH-S
11A] 198 38%

22 | Mo BLE{

Warm Start

Warm Start

MH|A

Final-request latency comparison

Baseline
eBPF / Zero-Copy
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Batch Run

Baseline 300.16 stress-test-baseline

eBPF / Zero-Copy 277.91 stress-test-shm




SBOM | Dependency Tree

eBPF & SHM 7|tt M{2|A Z| X3} £8t YIEZL SBOM 2|=4 E2| (SBOM Dependency Tree for eBPF & SHM-based Workflow)

eBPF & SHM 7|8 MH{2|A 2[X{3} §3 YIF2?
(Unified Workflow Root)
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bake_arrow_shm.| ) © olojE a||l| AER| <p>| (integrated_handler1.hello_| | <> i Ao Software
- = ’ {daemon). ‘ . (VX.Y spec) (vX Yspec) | | . handler) . bl il ) - Service
v Y 4
@ Python3 Runtime] ‘{ @ Python3 ] » Apache Arrow | | —, Registry Python 3 Runtime @ Python 3 Run-
i ti 9 (Format binary/structured ||_| (v3.9+, standard time (v3.9+
{ (S5 Runtimeo ). specification) % data specification P Lambda base image ( )
dependency) )
PyArrow BCC (BPF
(v10.0+, for Arrow Compiler Collec- PyArrow 8&%33“ o
data baking) tion) Python (v10.0+, for §3 access
Bindings (e.g., ‘pa.memory_map' and
v0.25+) O(1) data access)
psutii custon g t:.urr!!;gr? ing S3
U (process monitoring 1l shm_registry_api.py ying
- inferred for eBPF (implied common library communication)
trigger, optional) for SHM access)
(Implied)
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USER SPACE
(Monitor)

USER SPACE
(LocalStack)

KERNEL SPACE
(Oracle VM Host
Linux Kernel)

INFRASTRUCTURE

33 7=

P monitor.py
(BCC Loader)

-

$ Sample log out ..

[TIMESTAMP] [PID] [SYSCALL] [COMM] [FILENAME]

P

Virtualenv

ﬁis’cack C;)ntainer
S

awslocal 9
lambda invoke

Ministack (3]
Process

(python)

Serverless
Function
(Lambda)

SYSCALL (sys_execve)

Trace Events

(PID, COMM,
etc.)

@V sys_e)l:ecve

kprobe

Secure sandbox

eBPF Program

(test_exec.o, hello_exec)

Colleqt Perf Buffer

p

@ Oracle VM Server @

Host VM Hardware

=)

Bare Metal/KVM Host
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USER SPACE P monitor.py $ Sample log out ..
(Monitor) (BCC Loader) [TIMESTAMP] [PID] [SYSCALL] [COMM] [FILENAME]
(Virtualenv
%Ministack Container - ” F g
USER SPACE @ awslocal (2] Ministack (3] Serverless w N Trace Events
lambda invoke _’{ Process | Function | || pp comm,
(LocalStack) __ (python) | (Lambda) s
SYSCALL (sys_execve)
Secure sandbox
v
( — eBPF Program Collect
KERNEL SPACE (é‘ BHE=reais (test_exec.o, hello_exec) Perf Buffer
(Oracle VM Host | Probe
Linux Kernel) = >
w Oracle VM Server w Host VM Hardware

(

Bare Metal/KVM Host ]

INFRASTRUCTURE

Serverless Implementation

Developer Related

28



Md2| £ g

USER SPACE
(Monitor)

USER SPACE
e taaae e
Ministack

KERNEL SPACE
(Oracle VM Host
Linux Kernel)

INFRASTRUCTURE

[ -
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®)

monitor.py
(BCC Loader)

$ Sample log out ..

[TIMESTAMP] [PID] [SYSCALL] [COMM] [FILENAME]
2 ees

Virtualenv

{ %Ministack Container

awslocal
lambda invoke

with application

ol

@ Ministack | @ Serverless | || Trace Events
Process | Function

PID MM

(python) ) [ (Lambda) S

code (.zip)

SYSCALL (sys_execve)

kprobe

S

@—» sys_e;('ecve

Secure sandbox

eBPF Program
(test_exec.o, hello_exec)

Collect Perf Buffer

(

Host VM Hardware

Oracle VM Server @

Bare Metal/KVM Host ]

Serverless Implementation

Developer Related



2 | o =
.|— baseline_src/

docker-compose.yml

# [HEZ] JIE WESRKZA 1/0 Il &4
| — handler.py # 53 28 2 OO0/ ItA (Baseline)
| — Dockerfile # T= EY 0l0IX
| L # MiniStack(S3 Mock) o1Zc2t &%
|

[&& 3] Zero-copy Shared Memory J|EF 2t&
Zero-copy SH=ed

SHM &'EH & lock 22|

eBPF O|BIEE <flet 3% B4 2AHHOIA
Z2H0IH JIs Al SHM 0HE ATEHE
PyArrow ¥ SAE IpC &8 XL
/dev/shm 5% & IpC 2& &£F
SAEWHM Arrow OIOIEHE SHMOl =
SHM dIXIAERZ| =DIgh ¥ BIR2el &

|— shm_src/

handler.py
shm_registry.py
ringbuffer.py

|
|
|
| |— entrypoint.sh
|
|
|
|

TIT

— Dockerfile

|— docker-compose.yml
bake_arrow_shm.py
shm_init.py
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— ebpf_writer.py

|
|I—
|F—
|
|I—

L

headers/

web_impl/
L— server.js

scripts/

dummy_data/

# sys_execve 2'Al & SHM J|E (HE ZLIHEF)
# eBPF C Z2)&E HE ol WY (HE ZLIHE)

# 4= Hlu 224 HAIEE

# Cold Start N =28 Hds A3

>

2|

4

# As3t AOEHE

I

# HAEZ s3 HOIZZ £ Arrow dummy OIOIE
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- | Workflow

[ Al ) 28 EBA base_arrow_shm.py
— ) ] S 22| ME ]
2E B8 A} A|2t3} —
T o

S3 (Storage) 29| MH|A

baseline_src/handler,py
/O 2hil

(12 @A)

shm_src/handler.py
. ebpf_writer7t T2 M|A ZHZ]
. &C SHM of| 22| @3 (Zero-copy)
2T O(1) H|O0[Ef 242
. SHM 2R AE2|0f HEl 7|F (&= HiA|)
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http://handler.py
http://handler.py

..

& 18 | ebpf 2LIHE

# ebpf_writer.py
# eBPF C-Program: HYE LHOIAM &

ot

bpf_text = """

int kprobe__sys_execve(struct pt_regs *ctx) {
char comm[16];
bpf_get_current_comm(&comm, sizeof(comm));

// ECh &EtY (python Z2ANIA) AlE 2K

if (comm[@] == 'p' && comm[1] == 'y') {
u32 pid = bpf_get_current_pid_tgid() >> 32;
// HEUM "X 32t (ebpf _writer.py)2 2 data &S
events.perf_submit(ctx, &pid, sizeof(pid));

}

return 0;

# Python Daemon: HYE AISE 2H0F SHMOI JIS
def on_event(cpu, data, size):
pid = struct.unpack("I", data)[0]
35 HZ2e2l dIXIAEC|0 STARTING(1) &EHZ J|I=
registry.update_status(pid, status=1)

Kprobe (sys_execve):

MZ2Z Z2MATF LU Of Y4lish=
ANAER =22 2L EE

H|S7| SEl S5

2T S/t 222 sty ™, HE0|

02| 3% ol22[0 PIDE &55t(

Warming & EHZ = Mutual Exclusion

33



8 A 8 | ebpf 2LIEIR

[2LEHTE =]

>> [eBPF Detect] PID: 576156 (python) -> SHM Registry Marked as STARTING
>> [eBPF Detect] PID: 576178 (python) -> SHM Registry Marked as STARTING
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o 78 | 7 HZ2cl (SHM)

# 1. Zero-Copy D4 Deserialization H|&& 2|Ag}ot= O 22|
# shm_src/handler.py
def load_data_zero_copy(shm_path): Direct Mappmg Architecture

# II2=S 0= 240] otllet HIZel =AE ¥
mmap_source = pa.memory_map(shm_path, 'r")
# HZ2cl =L0M b2 1A (SAF X)

return ipc.RecordBatchFileReader(mmap_source).read_all() mmap (Memory Map)Z

= A|A 9l AFEN o =
#2. SAd WA 2 &fEf COI0IE ]1|.OE!E D-||EE|§ Q= EH)}_I, ]1|.OEIO|
# shm_src/shm_registry.py

def update_status(self, pid, status): A= I ZAMAC 0 22
# T'Y lockS Sail 0121 &Ch 2+l race condition 21X == 122] S+ Bi=22(0f Hi=
fcntl.flock(self.fd, fcntl.LOCK_EX =
S -9 B,

try:

# SHMOIl &fEH JIS EAIM 2 .

offset = calculate_offset(pid) o |° 1|01

self.mm[offset:offset+4] = struct.pack("I", status) s HFAH=|
S ’ Ol T sA|0f 2 @ Yelict=

[ ]
fcntl.flock(self.fd, fcntl.LOCK_UN) DZ‘”% HI’Z|%H_—| E_l'
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# Zero-Copy Serverless Z| X2}

0| CiA| 2 E = Baseline 44| 1 eBPF / Shared Memory 44|
Hofmd
@ &= == (Invoke)

" 715 =7|3t

17} EAIE S T

| Baseline == §35:300.16 ms

eBPF / Zero-Copy % 43:277.91 ms

K| A|Zt X}0| (Baseline - eBPF): 22.26 ms

H 7§ 2: eBPF / Zero-Copy?| Baseline 2 Ct
T 11.05% O WS

Latency (ms)

11A] 198 38%=

11A] 198 38%

Warm Start

Warm Start

Final-request latency comparison

Baseline
eBPF / Zero-Copy

6

Batch Run

Baseline 300.16 stress-test-baseline

eBPF / Zero-Copy 277.91 stress-test-shm
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Step 1. Cold Start 7 awslocal 3HO = ST et+5 2 Ect10, 2 2 A 2

Step 2. eBPF A7 ZA|: HEO|M 22l sys_execve() EIUARMIVI otHO| S 2= 252

Step 3. 21t &4 +~gE HIOIH S Sof

JSON Format

"payload_size": 52428800,
"cold_init_ms": 0,

"setup_ms": 0.164,
"pure_memory_copy_ms": 51.588,
"pure_memory_mapping_ms": 0,
"buffer_teardown_ms": 0.002,
"process_ms": 0,

"total_ms": 51.753

BT AEIE 2HS AEsts 1Y 4

# xclet tlole 221

#=":*EPE}\|3F

#SAFEE M 2R =H] Al

# O 2l SA0 Zel Al

# O 22 0RO 22l Al2E

#&5H = HIH e, oM, OrR22l0 Z &l Al2t
#=AL2 & Hel Al2F

# =5t Al 2t

Sk Al SH
=g alE
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“Fact 1: F2 FALE MBYHSS MHf2|4 E9I0] 4502 3 FIksl= 242 22511
ULt

Klich 5t 5l S0t Azure@t Google CloudollAl 2YEl= ZE2| ME2|2 EUES 212} 6%t 7%
SoI3OD, AWSE 3%0] HEES HUSLICY,

kJ

F2}2E H|O|E|E AZEQ0E QIS 2E AA
OpenTelemetry= SHE = £2
- 0|2 HI: Alibaba, Delivery Hero, Dropbox DocSend, eBay, GitHub, Skyscanner &
357} HiH

P OHS A ZHQIYT QEAA

r

- OpenTelemetry Z2HIE A5} GitHub H&AS2| =& AEL 21 66,9747)
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