TECHNICAL REPORT - V3.0

Mobile Integrity Checker
ODSME HIA

Dot o 24 45 A2 — REES-0=20[H 2=

e MY BUE

2026. 04. 01. v3.0.0 Android




S X} (Table of Contents)

DZHE QR

A AE] Of7 |l K]

els

o 71

or

APl AHM| HAI(API Sepcification)
H|O|E{H|O| A M| (Data Architecture)

e ME 9l 2F MM (Policy&Operations)
=% 2ot 5l £ 2t2|(DevSecOps)

iR T Avg ol 3 A



) ==xE N8

"l
or
oK
()

of &g,

;|
=1

2N A3 sDKYULITH

o~

I.

=

o

Mobile Integrity Checker= 0213t IS HAIZQ 2 EIX|StT M0l &

<+
KH

2ot AN (FRZ 8L =AY

OH

ae
[=k=)

>

10
|
k2

ol

7| MDM FH 2|8t 77| Xt

>

4 2{m7|

>

2 E2 AL2X} (Target Audience)

RO

i

THEEAL,

£ AestE =

AME S AR L THSH S A

=71%.

del= AE ZHE -G

Al
=

2HIX MH|A ®|2X}E: OTT £2

>

2 AF2X} ALI2|2 (User Scenarios)

Scenario A:

Al M7t apkHash@t signatureHashS CH

SH

OH Al
=

El.
=.

2. A&

tet.

ghst

3. 21k M 2EOZ Critical S22

>

FME

El
=

.

A
Al

Scenario B: £

IA|ZIO 2 Jt2 /2] Al =8t

.
1.5

2. N AEL MH = isFrida: true

>

i

| X

Hof

to] CIO[E] /& ALRE A

o
[¢)

Critical #EiZ TH

=2
=

3. 21 8lE 717

>



> =
S Ha s
!

(PFSA gy

3E 2e S8 H¥E

(Critical / Danger / Warning / Safe / Low)

DB: #F 0" 8l S N&
(R2|Xt BLIE{R! olo|E)

o
LI

A: SH M = ZEMA |]X

e S8 TE % oy 2] ZT2AMA




0 M2 o3|

POST

= M fx
(
Android Client
Integrity SDK
Env Collector
HTTPS / JSON
\
€71 AH
B Sato|dE

Kotlin / Java C++ NDK

o MH

HTTP/S

Go(Golang) Gin Framework GORM

Yy

re

g}

GitHub Actions PostgreSQL Indexing

o Hote

gosec govulncheck

Go Backend (Gin)

API Handlers (Verify/Baseline)

Cleanup Worker

Lifecycle (TTL)

Concurrency Worker Pool

PostgreSQL

PostgreSQL (GORM)

Baselines Table

Verify History
uid / executed_at Index



715 1D 7158 A4 e

F-01 HN 244 H3 APK SHA] 3! M (Signature) SHA| ZtS 7| & C|O|E{9F CHZESIO] 4ol 21X HZE ofF Zol
F-02 X 2td 24 71719l R&!(Rooting) 4/Efl, CItHZ ZE 23} o2, ol E2{[0|E] F& o7 HAIZH YX|

F-03 Hob =3 EfX| Frida, Xposed S H22] I AP Z20f &4 8E|= T3 o MH ofF =l

F-04 T 7|8 ®of EfXl =Y 7HE K E PAst 2l" HE &S, S5E AH|A 0] 51&(Allow) HE 2H.

1. 85 224 A3 (F-01)

> A 49| HIO|LZ|(APK)2E MEZHO| HEE|A=X| gl etL|Ct,

=

»  TE AZ: risk_service.go0l Al ApkHash@t SignatureHashE DBO| 7|&E 71t CHESIO], S X[ A| Z|&9] 21" S22 Critical(1008)2 2
IO

I8 (Dangen)otil, 4& 1S A0l 7|Sst0] 2 H2 2 AEeLth

» A% 28 0|S0|H, ClHZ 2= 5 HOo| HAE|= 7|7|2 Hot MEfE MA[ZH HRIFLICH.
» FTE HZ: VerifyRequest TZEN| 2 MY El Rooted, IsEmulator, DebugEnabled 52| 22|21 (Boolean) 2t2 M350 2|8 M4-E ghitst
= 7lsLct

3. Hot =3 BtX| (F-03)
» HE: Frida, Xposed Z0| HE2| HELE API 220j| ALEE|= 2%t 312 =5 FotdL|C)

»  FLE HZ: risk_service.goMl| A isFrida EHX| A| Critical(100%8), isXposed EtX| Al Danger(80%) S22 2 ME3tsto] 2Fst= SiAl ghofMd
o

4. Sl 714t MO (F-04)

> Y OE BX| =2 IHSAIE il 25 fle S58 07|12 MH|A 0|8 KR E ZFYLIL

%

» FE HZ:RiskScores gitst F| it A °1| ikt Critical(100H 0|4}, Danger(80ELH), Warning(20~79%) SO 2 S22 ME3sd
Io

I, of Zatet Allow G{2E SHOR Hretst= TA ZZMAYLICH.



D Ar1 M| HMI(API Specification)

@, API Request Handler

Ils AP| Method 4=

[
08

20| E T} M& s APK HE (IHF| X
3|

2
g, oiAlZt, 22 &E HE §)E JSON
o

APKREY VerifyHand| POST i if
2= on erifyHandler 0S /api/verify . omMEDA
=

(response.go)
o ZIE[X}7 TETH Ao A 7| FE HE (Tl

7|XIH, APK SH{A|, AE SHANE 4
(base.go)

A
A
3
on

RegisterBaselineHandler POST /api/baseline e T2 T=(packageName, apkHash,
signatureHash) 24 ZAt =™

Ju e

* Repository AZE Sl Baseline E|O|
=0l M=

o URLZZ I2H0[E{Z 7| K|S 44

TS * Repository A1ES Sl sl Aol 7|&
GetBaselineHandler GET /api/baseline/:packageName

ot 12
N
A
2

@ =9

o uret

o O|ISE YUl H2 404

olo

o 2| m2t0|E{2 yUIDLt =3 7|2t
Az o] = (hours)& =41

N GetResultsHandler GET /api/results o
3| i e Repository AES Sl i 7|2 L &

3 AoE x3[ot0] Hhet

* Repository A52| S52 HI0|E Hz|
saz SE
CleanupHandler POST /api/cleanup e Safe/Low(7¥), Warning/Danger(17}
&), Critical(37H&) 21} HIO|H E XI5
AMH|



¥ api routing

i.POST("/verify", handler.VerifyHandler)

POST("/baseline", handler.RegisterBaselineHandler)

GET("/baseline/:packageName", handler.GetBaselineHandler)

i.GET("/results", handler.GetResultsHandler)
i.POST("/cleanup", handler.CleanupHandler)
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X (Policy & Operations)

= M4 (RiskScore) A&

isRooted := req.Rooted
isDebug := req.DebugEnabled
isFrida := req.IsFrida
isXposed req.IsXposed
isEmulator := req.IsEmulator

if isRooted |
riskScore

isFrida {
riskScore

isXposed
riskScore

isDebug {
riskscore

isEmulator {
riskScore
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: String,
String

String,

JreHash: String,

String,

rializedName(

rializedName(

Hello World!

interfac

@POS a )
equest: IntegrityRequest): Call<IntegrityResponse>

@ Go M= M HA|ZH 28 X2] L H|=L|A 22 273

[2.587ms] SELECT * FROM "baselines” WHERE package name = 'com.example.dummy program' ORDER BY "
2026/03/31 18:00:00 [INFO] com.example.dummy program Of CHEt 7| =Zto| SlgLUICH. (HY 58)

fields map created successfully
[GIN] 2026/83/31 - 10:00:00 | (RS  192.168.8.15 | " Japi/verify"
2026/03/31 10:01:52 [INFO] 25 QA | app=com.example.dummy program | version=1 | rooted=%!s(bo
record not found

SELECT * FROM "baselines™ WHERE package name = 'com.example.dummy program’' ORDER BY "baselines™
2026/03/31 10:01:52 [INFO] com.example.dummy program O CH#t 7|&=Zto| Si&L|Ct.

fields map created successfully
| __z.35ms |

[GIN] 2026/03/31 - 10:01:52 |

2026/03/31 10:01:52
[@.507ms]

192.168.0.15 |

"/api/verify”

"id" LIMIT 1

false) | frida=%!s

d” LIMIT 1
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id uuid package_na version_ apk_has signature_hash rooted debug_¢ is_frida is_xposed is_emul; risk_scali = 4T N allow
[PKlinte text 4 text bigint  text text 4 buulean/ boolean buulean/ boolean s boolean bigint [RE53 9 boolean, timestamp with time zone *
1 10 cB85ac3.. com.exa.. 1 1d3f.. b5dbaBcc73b7d5fadd..  false true false false true 80 Danger false 2026-03-31 10:01:47+09
2 9 c8bac3.. com.exa... 1 1d3f.. 5dba8ce73b7d5fadd false true false false true 80 Danger false 2026-03-31 09:59:56+09
8 cB5ac3.. com.exa.. 1 1d3f.. 5dba8cc73b7d5fadd..  false true false false true 80 Danger false 2026-03-30 22:23:14+09
. o = . — = -
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