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POST /admin/auth/login - Rate Limit: 12 52l

Jl2 A& : admin@promptguard.com / admin1234

3.6 Python ML API (X £ 8001)
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4. OWASP JtS K| Al 4t

4.1 S 4! (ZX: OWASP Risk Rating Methodology)

Risk = Likelihood x Impact

Likelihood = avg(Ease of Exploit, Awareness, Opportunity, Motive) // 0~9
Impact = avg(Confidentiality, Integrity, Availability, Accountability) // 0~9
owaspRiskScore = (Likelihood x Impact) / 81 // 0~1 B 713}

4.2 IS X HAH(E MAE Al IHS)

injectionWeight = owaspRiskScore x (0.5 + 0.5 x ML_injection_score)
ambiguityWeight = owaspRiskScore x (0.5 + 0.5 x ML_ambiguity_score)
patternWeight = 0.1 + 0.4 x owaspRiskScore
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injection_final = max(ML_injection, max(IH & x patternWeight + ML_injection x injectionWeight))
ambiguity_final = max(ML_ambiguity, max(Ii & x patternWeight x 0.5 + ML_ambiguity x ambiguityWeight))

overallRisk = max(2/ M EA S5, LSHSZ3 - 1&HH)
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4.4 OWASP J}H| D2l (83

JHEl 22 2l Likelihood

PROMPT_INJECTION 7.75 7.25 0.693
SYSTEM_PROMPT_EXTRACTI 6.50 6.75 0.542
ON
JAILBREAK 6.75 7.50 0.625
DATA_EXFILTRATION 6.00 7.50 0.556
AMBIGUOUS_REQUEST 5.75 3.25 0.231
POLICY_BYPASS 6.00 6.50 0.481
SENSITIVE_DATA 5.00 6.50 0.401

CUSTOM 5.00 5.00 0.309
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6.3 manifest.json

* Manifest V3

« [H4&t: chatgpt.com, chat.openai.com
* host_permissions: localhost:3000

+ CSP: wasm-unsafe-eval
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8. Rule Engine API
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AUC-ROC

Injection KNN oIEE X 93.5% 0.950 0.999
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PROMPT_INJECTION 5 1 6

SYSTEM_PROMPT_EXTRACTI 4 1 5
ON

JAILBREAK 7 2 9

DATA_EXFILTRATION 6 2 8

POLICY_BYPASS 3 1 4
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enabled Boolean 243
category Enum OWASP JtHI 122l (85)
injectionWeight Float s ALt
ambiguityWeight Float A= H b
patternWeight Float At Hl s
owaspRiskScore Float 0-1 &3t
mllnjectionScore Float ML &gt
mlAmbiguityScore Float ML E &gt
likelihoodScore Float OWASP 0-9
impactScore Float OWASP 0-9
createdAt DateTime M LAl
DateTime =T YA

updatedAt
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test-typescript Rule engine 4J4 + API E2E 34 Hd
build-web Vite 2 & UE =2g
test-python HOIH C22Z% +KNN & & + ML 2=
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docker-build Dockerfile 30§ & & ?3M S =
12.2 Docker
me MHEIA B0l A Ol Ol X
Dockerfile.ml Python ML Mt python:3.12-slim
Dockerfile.api NestdS API node:20-slim
Dockerfile.web React 2t 2| Xt (nginx) node:20-slim + nginx:alpine

docker-compose.yml QAAEH A 300 MEIA + A3
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React 19, Vite, React Router 7, Axios

NestdS 10, Prisma ORM, SQLite, Swagger

2l A+ &
API Mt
ML =2 Python 3.10+, FastAPI, scikit-learn, TF-IDF + KNN
ML & & PyTorch, Transformers, 790 S i Gl Ol & Al
a5 & Manifest V3, WebAssembly (AssemblyScript)
Pl OFAZ ZC0IHE HAal (MH &85 8l8)
2oty OWASP Risk Rating, OWASP LLM Top 10 2025
Cl/ICD GitHub Actions, Docker, Docker Compose
Jest, Supertest
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OWASP Risk Rating Methodology:

Prisma ORM Xt = Ol AH 02 — OFM

DOM EIHE 8l — &t

401 Unauthorized — X} EHE

401 Unauthorized — Xt &t

53|/ Rate Limit — X} &t&

Body 1MB X8t — HE =

400 Bad Request — & 4}

404 Not Found — & 4t

ML 20% & ¢! — MEDIUM2ZE 2 &

https://owasp.org/www-community/OWASP_Risk_Rating_Methodology

OWASP Top 10 for LLM Applications 2025:

https://genai.owasp.org/resource/owasp-top-10-for-llm-applications-2025/

OWASP Prompt Injection Prevention Cheat Sheet:

https://cheatsheetseries.owasp.org/cheatsheets/LLM_Prompt_Injection_Preventi

on_Cheat_Sheet.html
OWASP Risk Calculator: https://javierolmedo.github.io/OWASP-Calculator/
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