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2 K38l 5% S T FOJFEU 2o E Yl M EA 2lA3a FE0
Lo
22 %FQ AEX Z8(UX) Jls
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4. e
= IZ2ME= 29 M API DI'HI% HA i & ot= API-First Design=S TH &5t = LI CY.
LIEEUC-SUCI) HAE S JAC| FAF(SSOT)2Z2 &0t HE 0| Jt=sotH
LS HE2 = ASHELIC
e e
Eol __ i~ TT ;
GO ZoH JSON &2 — React/TypeScript Lt4l, Spring Boot Jackson

Sg 2X(43)

Xled

x1215}, GitHub REST API-LLM AP S& HOH D} Q2 &

{ "success": true, "message": string, "data": object }

{ "success": false, "message": string, "error": { "code": string,

=3 x
S8 72(0lel) "detail": string } }
API 1[0 S48 A AFE (/analyses, /results), HTTP HIAEZ Pl S,
< S AHAPI 2X
21J| —» GET, 84&-2& — POST, =& — PUT/PATCH, A/ Xl —
cC 21 y y T )
A= DELETE
- ot AHAIZH- B MAE S AR = SER =2
INTERNALZ EFot(q =L OIE 0|3
42 APl JIELOIE M} S5
UEF AER0ISY) Method Endpoint
E=amiell POST /api/auth/login
20t=2 POST /api/auth/logout
1. 83/t opy o 24
e T GET /api/userRemainCount
Z4 5= Hist - Quotalnterceptor()
i Mz gl
GitHub URL &5 = POST  /links/github
2HOX
2423 Sad Ak - validateGitHubUrl()
URL X2l - parseOwnerRepo()
&~ EHE 24 POST /api/activity
5 el A AHHIA AHEH GET /api/health
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SoF AN

(osv + semgrep) POST /api/scan

S A QR POST /api/aianalyze

&g o - data.event

=& Z210 X3 - receiveRepositoryUrl()

=24 21 54 . .

AN =3 - receiveRepositoryUrl()
4. 210 &

=48 0|5 X8 GET /api/resultrecord

At 2IZE .
D;ﬁ Lz el GET /api/copy

43 HE API RF-SE &Al

NBIAS] 1S HE 22, Fireb

GET /api/userRemainCount — R X {88 451+ X3
ase = 2
APIE D, REE ®O| 24 248 X3 Y 22 ELIG

"success": true,
o _
"message": "Zto] B4 3l 234

"data": {

"userType": "user",

"remainCount": 17

0lled & (401 Unauthorized):

"success": false,
"message": "¢I5o AFIASFYT. ",

"error": {

"code": "INVALID TOKEN",

"detail": "Firebase 1=

POST /api/activity — N &4 32 24
MHIAQ Al MAUE S otUZ, AFZ XD 2 & 8 GitHub URLSH R M 2| uidE AHZ
HMEGH0] github & A FE 224 X2 LHES MHEHLICHL
23 (Request Body):
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"repositoryUrl": "https://github.com/StayPotato/WebGoat 1",

"uid": "guest 5g5cpsik"

3 & (200 OK):

"owner": "string",

"repoName": "string",
"description": "string",
"primaryLanguage": "string",
"stars": O,

"forks": O,

"openIssues": O,

"pushedAt": "2026-03-30T07:46:35",
"hasReadme": true,

"readmeContent": "string (markdown)"

0l S (500 Internal Server Error):

"errorCode": "INTERNAL ERROR",
"message": "AH Wi F7F AYFUG. ",

"timestamp": {time}

POST /api/scan — £ 2tA2H (osv + semgrep)

MEIACl A KA = BtLtE, AFE XD & 6t GitHub URLE MHZ M S50 =4
A= MAELICH Ol 2= &3 API= 0| RLE0AM 2= & analysisldE J|BtL 2
=& etLI L.

2 3 (Request Body):

“gitUrl” : “https://github.com/spring-projects/spring-boot”

}
HE 2& (200 OK):
{

"scanId": UUID,
"summary": {
"osv": {
"totalUniqueVulnerabilities": 19,
"affectedPackages": 4,
"bySeverity": { "CRITICAL", "HIGH", "MODERATE", "LOW" },

"packages": ["name", "version", "ecosystem", "vulnCount",
"maxSeverity", "scope"]

b
"semgrep": {
"totalFindings": 165,
"bySeverity": { "ERROR", "WARNING", "INFO" },

"topRules": ["rule", "count"]
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}
0l EE (error):

"errorCode":

"message":

Git-Checker | JIsZ M AN L API & &

"PRIVATE REPOSITORY",

"Repository not found or access denied."

POST /api/aianalyze — README LLM 24 2 &

AHEIAC]

A= = =)
HEoH 24 HYS

23 (Request Body):

BHAl X|OI A =
/] 0O g o

"repoName" :
"repoUrl":

"readmeContent":

)
43 SE (200 OK):
{

"installationGuide":

"usageExample":
"troubleshooting":
"qualityScore":
"summary":

"classification":

"errorCode":

"message":

=0
AH A
S S

"string

62,

"string",

"KISIA API study",
"https://github.com/StayPotato/KISIA API study",

(markdown) "

true,

true,

false,

"library"

S Y (400 Bad Request):

"VALIDATION ERROR",

"GitHub A4 URL @2o] ofdyt}.n

tLEZ, /api/activity Ol A t0t= Readme Gl 0l E{ £ LLMO Al
grLICh

5. Jl& AE

51J|= A8 dAl 24

e ==y
mEEMS  20n
e e

Jl= A &3 0l=
. =& HOIH AAIZEAIZS, BEHE
React.js AR A
. . it E Ul OH 2ot L 2tE 3t 24,
JavaScript, Axios BlS s ASBC S8 28
Firebase Auth+ A8 2001 2HE B ZE, SHolE E32
JWT a3

KISIA S-OHE& X+ 401 5 |



Git-Checker | JISsZ MM L API & & 210N

CH& APl = =(GitHub-LLM- A 2H

Java+Spring Boot -5 x| |X 2xio) orEH X2

gl = dE=AM-ZO0IE . . O1Z-CIJI2L API 25 X HE 22,
Spring Security NAE/s2 B2 RO
WebClient (HISJ]) = GitHub API H& HISD| 5= = =35}
OSV-Scanner O|EH CVE &= Al

EorAZM ZO0IE-a e
Semgrep A2ATE ZN ZHA-B0 518 EX

il?é: & o1 2 - Al o GitHub REST API icaérls Forks-Commits-lssues-README
LLM(ChatGPT’ OF. M A EAN. IO ol

AI/LLM  2AE Gemini, Claude) ~ ~CADME 2588 S5 2893
API -

- . O3tz 23t SA =SA—
A =] 3}
2 & NS Clipboard API Nofion-Slack = £
AlSH 3124 olb M © I HOlA

Docker + Linux S 77 7R, 2 He

HE-29 2 0] & -
Firebase Hosting LIE2EANCE X It 2

520|= A WA I|&E
BEldls A2 U3 J1&s 38 B &0t dFotASLICH
IIE F=:
31014 A MIT - Apache 2.0 A€ 4 &&, LGPL S M&tH 2t0l8d A= =F
- t:HO| }\I.I-| D-IE
SANE4+ 845 GitHub Star =, |2 3HA! PIE, E2lX FI| &2l

HRLIEl S84

D2NE Nat

0l%-PR & =%, Stack Overflow S 212 XI& MEHH A2 HE

MHIA SH(EY & A0 FEots Jis ME 6 F &t

53 LEAA OIEA AHE

QEAA
React.js / Next.js

Firebase(Google)

OSV-Scanner

ctol&d & YA NS =Z N3 AL
MIT ots %S
Apache 2.0 ots g2
Apache 2.0 ots 9=
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6. Cl/CD
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ctol=Eclcl AME =& otAl

LGPL 2.1 ots rOB DI o= ol
MIT ts =]
ToS (24 API) s Rate Limit =4 22

6. CI/CD 10| Zetol L Y S &

=]

OPIE]

@ &3

Q@ 7

@z

HAE

G HZ 29

=

U=

FRES
MEIA =8 H9|, R FAIE 24, GitHub APl =& 9 2 LLM <
= =8

API-First Al 2EC 2 T2 E-9 HE I J[B 0, React — Spring
Boot — Firebase 2t HI0|E S & & H|

FE: React.js |8t UI-CHAIE2 & & / BE: Spring Boot API-LLM &
25 i / WebClient HIS)| S4& HEZ

APl &2l HHAE LLM R e84 &0l ZTEE-2 S8 HIAE

= o o = 4,

Docker 18I0/ 4 3, Linux A + Firebase Hosting i &

Cl2&Ee X & SBOM

7.1 Spring Boot SROIlE C|2EC| 1 X

src/main/java/com/kisia/gitchecker/
—— GitcheckerApplication.java # Spring Boot J| =
—— config/
—— AsyncConfig.java #HSI Ml 88
—— FirebaseConfig.java # Firebase Admin SDK ZxJ|&}
—— SecurityConfig.java # Spring Security Z & & 2/-CORS
— WebMvcConfig.java # Interceptor(2! == Hist) S5
— controller/
—— ActivityController.java #HELD B4 QF
—— AiController.java #Al =28 2F
—— AuthController.java # 202 0IZ/HAE H&E
—— ScanController.java # 20t AMHRH
dto/
|I'_|__ request/
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— AnalysisUrlIRequest.java # =24 URL R& DTO
— ScanRequest.java # 20 A QA DTO
response/
—— AiAnalysisResponseDto.java # Al 24 & DTO
—— AnalysisUrIResponse.java #URL =& 2 DTO
—— RepositorylnfoResponseDto.java # &4 8 S DTO
—— ScanResponse.java # 2o AM SEH DTO
— exception/
—— GlobalExceptionHandler.java #8902 Hel
—— PrivateRepositoryException.java # HISIH M& A 02
L— ScanException.java # A0 ATH 0l 2
— jwt/
—— JwtAuthFilter.java #IJWT E2 2AH0ISAN
L— Quotalnterceptor.java #AAE/SIE === Hist
— service/
—— ActivityService.java #HELE XNE 8-24
—— AiService.java #LLMAPI HES-TETE MY
—— AuthService.java # Firebase EE 25 -dE 20
—— FirebaseDbService.java # Firebase DB CRUD
— GithubApiClientService.java # GitHub REST API S4l
—— MarkdownService.java #0022 ZE MY
L ScanService.java # oA A-Z 1 X
— resources/
—— application.yaml #OHScAHOlE &F

L gitchekcer-firebase-adminsdk-*.json # Firebase 9! & 3|

7.2 SBOM (CycloneDX 1.5) 4 29

CycloneDX Gradle 221121 Soll 2= Al SBOME Ats MEGtE=
MANS SBOMUl= RE XE-2tH O|EAM0 ATHEY HA 2I0|&A

Lt:’—’;o—’ 0O 1L — O L —y
ZerE LILh

dotAsLIt
ol Al 840l

~—

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:6612d444-24b6-4fd9-a552-e52af89dcbab",
"version": 1,
"metadata"; {
"timestamp": "2026-03-31T715:29:16Z",
"component": {

"group": "com.kisia",
"name": "gitchecker”,
"version": "0.0.1-SNAPSHOT",
"type": "application”

}

"components": [

{
"group": "org.springframework",

"name": "spring-aop”,
"version": "7.0.6",
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"licenses": [{ "license": { "id": "Apache-2.0" } }],
"type": "library"

13

{ n.on

"group": "commons-codec",
"name": "commons-codec",
"version": "1.19.0",

"type": "library"

X T UHE2 A= MdE SBOM(sbom.json)2l & L HO0IH, oHAl-2t0I&8A H =2 S
AN OIOIEHE Z&st Ml Y2 T2 HME JEAN L850 ASLICH

[ol

8. =4 Io|Zet

e
[
!
|Ol
ol

 GitHub URLS & &ot= =2t2H 0302 2IZES SAGHIIDHAI Sl & A

‘github (URL 7
(an: d 5, PENDING AHi)

GitHub REST API Stars ‘Forks ‘Commits ‘README %
OSV-Scanner CVE oA FH kA
Semgrep AXFE AHAH B
LLM API (Claude, ChatGPT, Gemini) — README AA H7} 2
ScoreCalculator - 4t AE 7} SHAE (1007)
'{id}/status :
3k

GET /api/result
GET /api/result/{analyzedetaillId}
GET /api/copy
Clip d API — Notion

9. WBS
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(=z] -
EN omee  |aEm SEEANE | 4o |u|, 2aEs
25 QDX 2E BE ST gyeera
RESTful 9 S H ol E aE
ul =L RNE
API-First /= N | o | API
g JSONQEIZE 2Z | oy |42 gy
= =
API &3 -
S #Xx { success, message, data | M |, 1 SEHESE
s }ZE ZU O 2ol 2A
&
=]
A AE React-Spring M A2 gtg:mg
O & X Boot-Firebase & &2 | == |< 21
:'IE"_S
opgjen |CIOIEI 58 |URL-ZAOIZ2DE | A ||, |GOIE
=yl & ol =etel 20| Ez<2
bS| i
FSs
jl_i_
CeEel Spring Boot THI| X| =X N = 1 CeEe]
S a3 2ol |=| | 7=
&t
@
] EES
2 Firebase DB | R X, &4 Z 1, &= = 2 DB A 3|0t
A 9|0t H2E X 20! |< =AM
DB/2IZ &t
OIZ/0IJ} | GUEST(58I)USER(208I | 2% ||, o= B
= yRE 2 ENREN
o4
Holojmy |URL2E 2El g= ||, | 2o0=
ol - HAIEE, AN 203t | & e
(V17[V) ¢
A2+t brsmssusn | BF ||| dzue
HmHE =lees &t ey
— FE
i N E=E 21
FEZSRE React.js, Axios Al & 201y 4 TZME
=D&t b A=
uz
[=13
M2 |gE 2 x e | spring Boot, Gradle, Mol oeme
@ #2 |zdg EEXIE 20| SE
=t 2 gl %
&3
] Firebase Firebase Auth, DB, aF | 1 Firebase
= a3 Hosting 7| M & s = 47 2=
Dockerfile 20l '
AN ’ Ab
- Docker 74 docker-compose X & z | & | 1|Dockerfile
B2 Linux ABl | A0S, ot 8T, EE | A0l ||| Ab 2
25 24 a2 |21 244
A48 2792 |Google 2 12 HE, 20l |, 2 = iell
ul Firebase Auth ¥ & S HIOI X
@ o=y | NEERE [HIBIRBHSE B0 | 2O ||, |HEE
F| == ul = HA < SLul
E
] 202 E3 A, ME 2tz 20l | < 1 23012
o s X2l 2 1= s
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URL /2t = URL 93 2=, F54 = A URL &3
A A ZAL TS & HEUE
S5 JURLERS | .git ZOIAFHIH, 2= || . |URL TtA
X el owner/repo =& = = =
- EA A A 2Y 20l 2¢
c| A A
=& 20 opuioore % |©|2|zEue
=4 5 "HotAME NS 0l | < &IEH ALEH
mg | SB WA Tere oy = =1
Polling &' &1 | GET /analyses/{id}/status | 210l |, S 2€
3l FIHSE S 2%
_ _ _ _ 21 _
gt XHE 4TH NI E dE E Al2tst | 7 |4 gt XHE
AR [&=2Y 4AM |EH/EEESARUENR | 25 |4 oA 2
= Z N3t &N R S H| Ol Xl
README react-markdown J| Bt 3F | =< README
=l README & [ 2 g =% |zag
EES
MD 2IZZE | Markdown/Table & 4! = oracce
Ao 2 ENE MY A T MY 2
Z 2
=t
MD2lZE Clipboard API J| gt A A El===
S A 2 =M 2 |° SA s
ad=
Firebase Firebase Admin SDK = AuthServi
Auth A= xllsh, E2 &3S 200 |< ce.java
Xt
JWT 21 JwtAuthFilter — R & & EEE JwtAuthFil
ZH EZ ZAM g | < terjava
olz/ol
B! 2791/ | POST /api/auth/login, BF |4 AuthContr
APl | Ot API /logout 2 < oller.java
2 Hst Quotalnterceptor, EEp Seuc:toarlr;t\? '
= Firebase DB 3t2 & | ° a ptor]
oI #4 | GET ol A
= ! . o | S U=l
X3l /api/luserRemainCount & =
URL %4l - L | 2E SearchCo
POST /links/github 2 & & ntroller.jav
API A a
gRJ; URL 2 &4 | github.com, owner/repo == validateGit
® == |as SIS AT HubUrl()
B
E x owner/repo &£, .git AdFE | < parseOwn
S URL E7 80| 2y A 1 A | Z| " |erRepo()
=13
= . WebClient HI =71, . GithubApi
g'“;w AP Stars/Forks/Commits/RE ‘:A-F o ClientServ
=< ADME ice
2a4&E
syc on IR EE, HelX =0 A | ap| 4 | ActivitySer
= A Ol%/PRSE & s vice.java
oll &I &
(IS 3190€E  |StarFork/2l = J10i Xt A= ||, | ARUE
AL HIg &2 N || ed2s
aqE
24 ABl | PENDING-COMPLETE | A |, | ., |4 22l
22| D &Ef & 200 | < 23
&
20l
OSV-Scanne | 2/&4 CVE & 1X g ScanServi
%\% rols EHXI é.;'E < ce (OSV)
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