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35 U AS

4% I PURIES
55 ML & & X
65 IHE OH=
75 OWASP 53 &&

3. AP| ¢l =2 QI

318 220 &
POST /api/v1/score

&: { prompt: string }

nx
02

contentjs A4, N A& US

ThrottlerGuard: ™Ml 602]/&2, 219! 53|/2

ValidationPipe: Z/Cil 2000Xt, Body 1MB Hl¢t

AdminGuard: x-admin-key ofl L & ==

KNN 25,0001 & CIOIE JIEt

DB & + OWASP ISl £&

NOTE — LOW — MEDIUM — HIGH(Xt £)—
CRITICAL(XHEhH+AEH))

Z3: injectionScore, injectionPct, injectionSeverity, ambiguityScore, ambiguityPct,
ambiguitySeverity, overallRisk, matchedRules[], masking{}, latencyMs



3.2 UtZ AN
POST /api/v1/scan-file

U&: { fileName: string, content: string }

rig

Z|CH 5002 A7H, ML HHX| 2|C 50&. PIl &M + Q1 &&E EX 21t gt

33 HE HE 24
POST /api/v1/analyze
Q™ { prompt: string }

Z3: riskLevel, tags[], reasons[], rewrites[], matchedRules[], analyzedAt

3.4 = CRUD (&2l &t 21 £ £: x-admin-key olH)

GET /admin/rules/active g4 £ X3 (M, 28 #EE)
GET /admin/rules M £ x5

GET /admin/rules/:id e N

POST /admin/rules £ MH (XS JHEX AL
PATCH /admin/rules/:id g =3
DELETE /admin/rules/:id £ AHl

POST /admin/rules/:id/recalculate PSS Xl THAH & (OWASP + ML)



3.5 AHClAt @IS
POST /admin/auth/login - Rate Limit: 1& 52|

7|2 A™: admin@promptguard.com / admin1234

3.6 Python ML API (2= 8001)

HAE 89

POST Iv1/score S MLFE
POST Iv1/batch-score BHXI ML =&
POST Iv1/score/detailed &Nl (KNN Ol = 2= &)
GET /v1/health dA=A

4. OWASP = X| A&k

4.1 =4 (EX: OWASP Risk Rating Methodology)

Risk = Likelihood x Impact

Likelihood = avg(Ease of Exploit, Awareness, Opportunity, Motive) / 0~9
Impact = avg(Confidentiality, Integrity, Availability, Accountability) // 0~9
owaspRiskScore = (Likelihood x Impact) / 81 // 0~1 HF3}

= T =
4.2 )t Xl HAH (E MY Al AHsS)
injectionWeight = owaspRiskScore x (0.5 + 0.5 x ML_injection_score)
ambiguityWeight = owaspRiskScore x (0.5 + 0.5 x ML_ambiguity score)
patternWeight = 0.1 + 0.4 x owaspRiskScore
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— o ™M
injection_final = max(ML_injection,max(I{E1x patternWeight+ ML_injection x injectionWeight))
ambiguity_final = max(ML_ambiguity, max(I{& x patternWeight x 0.5 + ML_ambiguity x ambiguityWeight))

overallRisk = max(Q/ MM S5, 2= 853 - 1¢HA|)

IE A e ML B3 20% &2 (2EH HX])

ES

4.4 OWASP 7IH| 12| (8F)
PROMPT_INJECTION 7.75 7.25 0.693
SYSTEM_PROMPT_EXTRACTI 6.50 6.75 0.542

ON

JAILBREAK 6.75 7.50 0.625
DATA_EXFILTRATION 6.00 7.50 0.556
AMBIGUOUS_REQUEST 5.75 3.25 0.231
POLICY_BYPASS 6.00 6.50 0.481
SENSITIVE_DATA 5.00 6.50 0.401

CUSTOM 5.00 5.00 0.309
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5. PIl OtA2 (220l E)

5.1 2K IHE (94X, B2t MU ML 43)

Ete Ol Al OpAZ 21t
FUSEHS 901231-1234567 R ek
MBS M12345678 Mt s
JIERS 1234-5678-9012-3456 R _www_3456
dotBis 010-1234-5678 (0] Qr ks
orme user@gmail.com u***@gmail.com
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P34 192.168.1.100

API 7| sk-abc123456789 e T——
AWS 7| AKIAIOSFODNN7EXAMPLE ARKJAFFFFFRH I A A%
HIE#HS password=mypass123 PaSSWOrg=********

5o IZETE QIA2 S

* Enter ¥2H™ P|| 2 X —
EIAEJl ChatGPTE ®&

- = HEE = ChatGPT € MBI 201 &5 ¢ &

SctRMUA = &2 PIl Z A

6. Chrome =

6.1 content.js (ChatGPT MOl Xl &)
« ChatGPT 2%t ZHA| (keyup 400ms C|HFRA)

Pll 2Z ZAAL + 0rAZ (971 4!l TE)

ot HE ol 4 E (MutationObserver)

O A (L/ w2/

Enter A| XtEt = 02 = A
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6.2 background.js (A 812 #13H)
13 MBI APIEEDIAZIESAES )
« 2K} Z8: WASM E2Z T{&E oA
P Y

« E HA| (60X0tCH Z4 Al

6.3 manifest.json
* ManifestV3
«CH 4t chatgpt.com, chat.openai.com
* host_permissions: localhost:3000
* CSP: wasm-unsafe-eval

7. Zcl A & (React)

7.1 HIOI Xl

3=z

HI Ol Xl

/admin/login 20l
/admin/dashboard HAIEE
/admin/rules g 2zl
/admin/logs ZA 21
/admin/settings 23

2tel Xt

e
0l
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CRUD + At= JtS Xl + THAH &
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* riskLevel AtSH &S S

MAH )

- HI0I= :Category, Inj.Weight, Amb.Weight, OWASP Risk Z &

o AL BHE

« S5CEHH ?E T BHXI (NOTE~CRITICAL)

8. Rule Engine API

packages/rule-engine C| 21 & 2|2
8.1 ClgHE =

3=

src/types/index.ts

src/engine/rule-engine.ts
src/rules/base.rule.ts

src/rules/policy-bypass.rule.ts

src/rules/sensitive-data.rule.ts

src/rules/missing-security.rule.ts

src/rules/ambiguous-request.rule.ts

2=

A M LIC

38 B2 E 2 (RiskLevel, PromptRule, RuleMatch,
AnalyzeResult, EngineOptions)

E X DN SHA - 2 SE/EIH/EA
B= 29 0| =4 SHA -3 HE 22

RULE-001: & ARSI AT EXl (riskLevel:
high)
RULE-002: 2128t WREERE Xl (riskLevel:

high)

RULE-003: 222 FAt&SliE)Is+E E 81X
(riskLevel: medium)

RULE-004: 29 &6t HUL ItEotH 28 st @A
EIX| (riskLevel: low)



src/rules/prompt-injection.rule.ts RULE-005: ZEZEQIMAH= AT EX
(riskLevel: high)

src/scorers/risk.scorer.ts T Ho RECIE - HE Z2U0M =S FIEE
s
src/normalizers/text.normalizer.ts e HIAE HAS - ASA HEH 28 He|
src/explainers/reason.explainer.ts FE A3 d4 - H3H DB 0l 2+ 44
src/rewriters/safe.rewriter.ts OFM &AM Mot - =FOH HES Bt

8.2 B2 &2l (srcitypeslindex.ts)

rule-engine I Xl M OIA Z=0t= EHOIA 2 EFYLICEH

Etel/CIE{ HI Ol A

& E1 EtE. 'low' | 'medium' | *high' Al JtAl ax= JHEICH

!

RiskLevel 2

PromptRule £ O|o|e F=. id, name, description, tags, riskLevel, enabled,
patterns, exclusions, reasonTemplate, rewriteTemplate, priority,
version, createdAt, updatedAt 2= X%t

RuleMatch & £ & Z W ruleld, ruleName, tags, riskLevel, reason,
rewrite, matchedPatterns Z & X3}

AnalyzeResult AT x|= 2 Z1t, riskLevel, tags, reasons, rewrites,
matchedRules, analyzedAt ZE X3t
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8.3 RuleEngine (src/engine/rule-engine.ts)
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2 HAEY SSpriority HE XA =2Z2 HE

HO4
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HAE/Z=2HE

constructor (customRules) 2 WY E 58 S5ot4,
ML E customRules®t &4 2 priority LZ Xt EE.
analyze(prompt: string): DTEDEE 24510 AnalyzeResult gzt
AnalyzeResult stopOnFirstHigh &40/ true0|™ X high BHX| A| ZA|
E
maxRules SE 22 =0 & = N &t Jts.
fromRuleData(ruleDataList: DBOllA 2|8t PromptRule BHE S S&E 22
PromptRule[]): RuleEngine BaseRule 2198 2cA 2 HEGHH
M RuleEngine QI AEIA MM,
MBIOAM 8 = Al AIE.
buildResult(matches: oA ZatE A %= AnalyzeResuIt st
RuleMatch[]): AnalyzeResult RiskScorer.score()= I AlA, = E{ 1 H|H,

2Ot null EE{2 *°”.

8.3.1 EngineOptions & All

sa

maxRules: number ZICH OHE 2 . Y =02 A HH 0lF E BIt SE.
Ol&d Al 2HI&

stopOnFirstHigh: true A& A| riskLevelO| 'high'?! £0|

boolean otLict= &GS ™H SAl HIF ST J| 2 gHalse.



8.4 W& = 55

RuleEnginedl| 7|2 &&= EQILICL 25 N

I—lI-I OE I:lOoFL| El.

2d2 (2 1D)

—

BaseRule= &/ =0l PromptRule HIOIE &

PolicyBypassRule
(RULE-001)

SensitiveDataRule
(RULE-002)

MissingSecurityRule
(RULE-003)

AmbiguousRequestRule
(RULE-004)

PromptlinjectionRule
(RULE-005)

I‘IIH DA'/_'_gl /\|C EI-I[

riskLevel: high, priority: 100. IH &: ignore previous, ignore all
instructions, Ol 8 & 2AIHStol NS S

QIS LR H2 @3 EX.
riskLevel: high, priority: 90. Il&: api key, secret key, BIZH S,
.env, private key & 1335.

BoI@PAIEG = Jls 28 A A,
riskLevel: medium, priority:80. THE! 21F 10], without
authentication, bypass login,skip validation S 135.

DESHHZERAGIHL S HEE QE &X.
riskLevel: low, priority: 60. 1&:2= 82, 82 2AH, dump
all, list everything

Al AIAED 23/E2=/98 & Al &Kl
riskLevel: high, priority: 100. I{&l: jailbreak, dan mode, act as,

EI2 roleplay as S 133. exclusions: &= A AILIEZ| 2.
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AUC-ROC SE A2t

Injection KNN oIE A & X 93.5% 0.950 0.999 ~12ms

Ambiguity KNN 254 22X 81.9% 0.861 0.921 ~12ms

9.2 KNN S% Z¢cl

. TF-IDF2 B#lAEZ50,000% 2 #EI2 B8t
. 2500004 Bt CIOIEl 5 JFE HIZ=8t 150(K=15) &7
- 150} E QMM /D55 HE = Ha

9.3 S5 UIOIEA (74 ~25K ME)

eI ™ & tensor-trust,pint-benchmark,prompt-leakage, raccoon-bench

2 S &:ambig-ga, ask-cq, clamber



10. A= GIO|H (7|2 & 327H)

PROMPT_INJECTION 5 1 6

SYSTEM_PROMPT_EXTRACTI 4 1 5
ON

JAILBREAK 7 2 9

DATA_EXFILTRATION 6 2 8

POLICY_BYPASS 3 1 4

SA 25 7 32

11. GIOIEA &I Ol & A D] 0}

11.1 Rule IOl =

id String (CUID) pIE=P)

pattern String A IHE

riskLevel Enum NOTE/LOW/MEDIUM/HIGH/CRITICAL
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OWASP 7l 2| (83)
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enabled
Enum
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Category
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-

>

injectionWeight

o
0K
=

Float

ambiguityWeight
Float
01 75

0x
S|

patternWeight

Z
|
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Float

=
|
T
0
oy

owaspRiskScore
Float

mllnjectionScore
OWASP 0-9

Float

mIAmbiguityScore
Float
OWASP 0-9

0x
0x
e

likelihoodScore
Float

4>
0x
no

impactScore
DateTime

createdAt
DateTime

updatedAt



12. CI/CD

12.1 GitHub Actions 10l =2}l

g HAE

—/

test-typescript Rule engine 47l + APl E2E 37l H2Hg
build-web Vite Z2HHE =h=
test-python CIOIE CHR2E +KNN & +ML =
HAE
docker-build Dockerfile 3 2= ¢l 3% St =
12.2 Docker
o MUl A Hi 0l A Ol 0| Xl
Dockerfile.ml Python ML A{H{ python:3.12-slim
Dockerfile.api NestJS API node:20-slim
Dockerfile.web React 22l &t (nginx) node:20-slim + nginx:alpine

docker-compose.yml LAAEZOHA 3M MBIA + EARA



EH
=

13. )= A&

React 19, Vite, React Router 7, Axios

o o
S A

NestJS 10, Prisma ORM, SQLite, Swagger

el A+ 2
AP| At
ML =2 Python 3.10+, FastAPI, scikit-learn, TF-IDF + KNN
ML StE PyTorch, Transformers,ZH 21 Cll Ol & 4!
a8 & Manifest V3, WebAssembly (AssemblyScript)

P OtA A SH0IHE 4l (MY && 8l8)
2ot T3 OWASP Risk Rating, OWASP LLM Top 10 2025

Cl/CD GitHub Actions, Docker, Docker Compose

Jest, Supertest
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SQL Injection(@E)

XSS(E)
OI= gl0l 2 AHA
o1E 8l0l E M4
B2EZA 270!

Z01E HOIZS (2MB)

&2 = JSON

15. & 1] 2 A

OWASP Risk Rating Methodology:

Prisma ORM At= Ol AH O E — OFA

DOM EIHE 88 — ot

401 Unauthorized — XAt&HE

ot

401 Unauthorized — XtE

52|/2 Rate Limit —» Xt&tE

Body 1MB At — H& &

400 Bad Request — &%}

404 Not Found — 8¢

ML 20% &¢! — MEDIUM2Z 2F

https://owasp.org/www-community/OWASP_Risk_Rating_Methodology

OWASP Top 10 for LLM Applications 2025:

https://genai.owasp.org/resource/owasp-top-10-for-lim-applications-2025/

OWASP Prompt Injection Prevention Cheat Sheet:

https://cheatsheetseries.owasp.org/cheatsheets/LLM_Prompt_Injection_Preventi

on_Cheat_Sheet.html
OWASP Risk Calculator: https://javierolmedo.github.io/OWASP-Calculator/
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