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DirectP2P = UDP =™ (UDP Hole Punching) 7|=& 7|92 =, NAT(Network
Address Translation)240ll = T Z20|HET EY AMHE AQSHA| ¢ AH
g

P2P S Azlsh A

HES oEHE o UARE 2E 14 ZHX HE 5S4 HY AH[AO|CH

7122 Y ME MHlAE Y NMHE Sdll HIO|HE S5t HWAS AEdstn U
O,2& 457t MY HYE0 4D EF M2 ST I HE 0| st
Ct. DirectP2P= O] A& dliiZst7| ¢lsf STUN/TURN Z=2EZ1 QUIC 7[gEF A
& ASE ZYsto, mjof 7 A HA0| MEE 42 0|2 2 £E2| 80% 0[49]
HE 452 ASeCh 2330l Aoist= LA NAT 2H8 (Symmetric NAT &) 0IA]
= TURN AMHE E3 2i3|0| Zt(Relay Fallback)22 Atz Z3tE|0, OfH HES
3 SE0NE AZ 7tsde AL Lot HE S A0 EH5H Zmy g9 Zg|
87t 75t On-the-fly H3 7|52 A3st0, Fo EY FIAZER U AH|A
LHOI A 2| o UAA| St

1.2. gﬂggw
O P2P HW AZ : STUN AHE Soff 2 Z20|AEQ| B9 IP/Port

| £ mostn
UDP SHHOE NATE Saiol & ol 710 XY HHE 4ueh B
=

=

=H 2o
Al TURN 20|z Atz AetE|H, 0|2 P2P HZO| =78 ZR ChAl Ay HE=
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O QUIC 7|8t & HE : P2P AHZ 20 QUIC Z2EES &850 ZE[ZU4
AEHE, 2& Aof, &4 =4, TLS Y235 ASSL. Wi-Fi - LTE 2te| d&t 5

HIEQ{3 &HO0| HH O = Connection Migration@ 2 HZO0| {A|=LCL.

O Lt 7+ HOb M3 : H0|E{= AES-256-GCMOZ oste|, SHA-256 A3
oz BAMZ HBTICL TURN AZHZHES HMAC-SHA256 7|Hto] A|Zh &g UA|
EZo=z gLt

o
2tol 7|uto| WA S THsoiH Bk,

—

1.3. ot

S 2AS DirectP2P AAHIS AW 1%, 2%, Tt HUAES (402 ict

O HHAIE JH&2} : Go AU ZE 2= API Server 2 Local Agent 9| LHE 2o}
APl BAMIE mefstil 7|55 718U |FALZRS = JHEA

O DEEQE J4Hat : React 7|8t Web Frontend?| 3tH 4, 2Z 0f|0|HE 2
APl Server2te| 41 HAIS O[8listal UIE 7HEst = HEA

O 9QlZ2tDevOps QAUA|LIO]: Nginx, coturn, Jenkins, GitHub Actions= 4= Hj
I oo|metols dystal 2FstH= AL

O AMAH”H Eg =2} DirectP2P2| +4 Q4 (Static Server, APl Server, TURN
Server, Local Agent, Web Frontend)E& ¢H&35t0 XA MH|IAE st = YA

1.4. A 4 oY

0] Dj&YL DirectP2P A|AEIO| JHEF 347 JLAEE Zt HIIHEO| AN =2t 22|
APl BA[, HIZ HIMAE A2 CHELCL XS /o HYARRH 1

2 98 AS HAsIH, EH HEHEQS FATH TRt 32 diY MEE HIE O|s

stof azE 4 Utk
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HE e
18, AAE I QR MHIA 4, 22 7|5, o A 24 +d
2%, A&st7| o e =tE QFAre He AE 2 RS AFY A4
3. OF7|HlA A AlAH FHE, ARHE Ig, HE 5 &
A% HTUES ALK Static Server, APl Server, TURN Server, Local Agent, Web
Frontend
54 APl BA| REST APl AEZOIE WebSocket O|HE, ZZ 0f|0|HE API
62 H{Z 2 CI/CD GitHub Actions, Jenkins ItO|Z2}Ql, Docker HHE
7&. 25 IE 9 EZE #E 7 AL HOo| o i3 7I0|=
H2 SBOM, Zt0|MA, QF &R
- N
1. A2Fst7| A0
2.1 QIAE
ST AHIAS| JHE U QA H4 AlM] BRI SFAH, ool U LY, Fo ofF
AT EQI0Q} HERT &E2 Ch3at &Lt

O 29F AA
B BT

Local Agent (7Htf)

Windows 10+, macOS 11+, Ubuntu 20.04+ / Debian 10+

M HEEE

=}

—

Linux A€ (Ubuntu 20.04+ #&), Docker A& 2tA

o seteny

Chrome 90+, Firefox 88+, Edge 90+, Safari 14+




O ¢0] 2 HELY

o= B2 8k

Go 1.22.0 O| 4t API Server, Local Agent 2t
Node.js 18 LTS Of4t Web Frontend ZE

npm 9.x 0|4 DEEQE If7[A] &2

O F2 9o 2T EZQ|0f

AT EQ0f B2 8

NginX 1.25.3 YA oY A 2 EHA TEA|
coturn 4.6.2 TURN Aft{

ffmpeg 6.1.1 B4 EfiATY

SQLite 3.45.1 2Z 3 AMH H|O|E{H|0] A
OpenSSL 3.0.13 Y=ot 2t0|22{2|

Docker 24.x 0|4 g0l Z|gh HixZ

Jenkins 2.452.1 CI/CD mo|z=zfQl

O YEYI B
N HEAE & A9l Ofaf ZE} JHurslof QUojof k.

XE D2EE 2c

80, 443 TCP Nginx HTTP/HTTPS

3478 UDP/ STUN/TURN

5349 TCP TURN over TLS

17432 TCP (localhost) | Local Agent 2 HTTP API




2.2 "HOSH AA 4 AHst

GitHub DirectP2P= 0|Ql 2{ZR|EEZ|Q} o9 HEHE Z|EX|EZ|E Git Submodule
2 2e|otct. I oSt ™ GitHub AlAzb siE R2I(E2IDLE) 2|ZA|E2[0| CH
St I ;L|'6'|-0| ZOBICE CI/CD AHs3E st GitHub Actions QIAZ27F Z+ 2|

T E2|0 AAEN QOB 2 Actions Als AT =HOISHOF ST},

Mol 2|Z2RE2| : https://github.com/E2IDLE/DirectP2P
oo Aok 2|ER|EZ2| Read(E %), Write(7|04At), Actions A #ot

MNH 2 APl Server, TURN Server, Static Server7} HHEEZ|l= Y AHO| CHSH
SSH A& AHoto| QsiCt, Hix AFJZE(install.sh, install.ps1)= SCP/SFTPE &
of HE M=ES AHZE HESIOZ, ST MO CHSE 47| HBES ARMO| =HQISHOF
otCt,

Jenkins 2E 2! H{E mO|Z2[QI2 JenkinsE 6 AMELICE Jenkins Z2|AL AA
E= mo|meel Al Hoto| UE AMo| sttt Webhook HES 2[6l Jenkins
MHZt GitHUbLZEE| QHIRE QAS A £ U= HEYT =+ZO0|0{0F BHCf.
coturn A4 TURN A{H (coturn)Q| AlZt A3t AAZSH HZ0= APl Server?t &7
St= secret_keyZt ZQBICE O] g2 .env E= config.yamlof] 2t H4Z 22|g]
H, 28 G0N = HIEA| S Batstn AL FEo| 21 ZetstA| gfotof ot
Ct.

2.3 NH A4 £2

Jenkins 2E 2! H{E mO|Z2[QI2 JenkinsE E6f AMELICE Jenkins Z2|AL AA
E= mo|mepel Ad Hsho| U= AHOo| HsiCh Webhook &2 26l Jenkins
MHZt GitHUbL ZEE| QHIRE QAES AT & U= HEYT =+ZO0|0{0F BHCf.

;

® 35 (& 7|0Ah
- Git 7|2 AF® 2! Git Submodule 7H'4
- HTTP/HTTPS, REST API, WebSockete| 7|2 T2 22|
- Docker ZiH|O|LH2] 7|2 J4'E (O[O|R] RE, ZiE|O|L AA)


https://github.com/E2IDLE/DirectP2P

o ol JHEAL (Go)
- Go ¢10f 28 2 EFE 20|22 &
(goroutine, channel, context &)
- Gin Z Y2 E 0|8t REST API 7 ¢
- UDP 42 D272y 7|=
NAT, STUN, TURN, ICE, UDP T3l 52 &z
( 0o =Z=2AEO dHAl 7J|&=0|BEE RFC 5389(STUN), RFC
5766(TURN), RFC 5245(ICE)E Ao sA/g A& 'ZdtA #&)
QUIC Z2EZ9| 7|2 7§ (RFC 9000)
TLS 1.3 2 AES-256-GCM =3t 7|=

e IE2EC J{&A (React)

React 18 7|8t SPA 7H& Z&l (Hooks, ZEHE AH|)
WebSocket 22t0|HE HE AH

REST API H|ES7| & (fetch / axios)

Z2Z HTTP API(localhost:17432)2t E4l5t= 2 Ol

® 2l2}/DevOps AAIL|O|
- Nginx 24 (B|lHA ZEA|, SPA 2tRE, HTTPS A&)
GitHub Actions ¥{IE=22 &4 4
Jenkins mto|Z2tel 14 2 Webhook H&
Linux AH 2HZ0jA 2] /\1HI* e (systemd, HiSHEH A1)

2.3 WBS

BE Y2 WBSH Z[Est HHYAE AY

dYE WBS AEY 7|Sst= YAC=E 7*._|35'3._H1L +== 3A 7= % 24, Y,
b2E o9l HAHz FYE ACH Fof= Qmet/SEn TEELE

O|HEZ FETICE,

20 et &Ml LHE =2 CHE T2 H|120| 2de

>
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TE HH =g

o me 2 config.yaml, .env. 2026-03-269:00  2026.03-26 18:00 100
*«:‘ﬂk & msi Ix git submodule & = 2026-03-269.:00  2026-03-26 18:00 100
GitHub Actions CI I B2 subrmodule_updated 0] # € 2026-03-269:00  2026-03-27 18:00 100
Nginx % SPA fallback, HTTPS 2026-03-279:00  2026-03-28 18:00 0
coturn & & HMAC-SHA256 ©1%5, % 2026-03-289:00  2026-03-29 18:00 0
API MM 24 openapl.yaml &4 2 2026-03-269:00  2026.3.26 100
API 21 HIAL 31413 2026-03-319:00  2026-04-02 18:00 100
NN X 8N X 2026-03-269:00  2026-03-26 18:00 100
EEE b Nerea ME @ WBS X & WBS % & 2026. 4.2 2026.4.2 100
& AsEE reactjs 2026-03-269:00  2026-03-26 18:00 100
EEIES Ne AuEE 90 2026-03-269:00  2026-03-26 18:00 100
HoluE Ne A8 WE g0 2026-03-26 9:00  2026.03-26 18:00 100
Git 3 Bidte Heof 2026-03-269:00  2026-03-27 18:00 100
Git H K X2t Hel 2026-03-269:00  2026-03-27 18:00 100
O2HE (|HE FE LE 2026-03-269:00  2026-03-27 18:00 100
DEHE MY 2026-03-269:00  2026-03-27 18:00 100
o2 2= B B E1001-E6001 & 27 2026-03-319:00  2026-04-02 18:00 %0
e WoIAl 0148 2026.3.2719.00 2026, 3. 27 20:00 100
22X Mol X 0lal 2026.3.2719:00  2026.3.27 20:00 100
i SaE si®olelE 2! ok =g 2026.3.272000  2026.3.27 22:00 100
s#01e APl POST fauthiregister 2026-03-269:00  2026-03-27 18:00 100
2701 AP POST /authiogin, Token %2 2026-03-269:00  2026-03-27 18:00 100
POST /authiogout 2026-03-279.00  2026-03-27 18:00 100
HIOIRE &2 OIS WOIX BB UBaC 2026.3.2720:00  2026.3.27 22:00 100
WebSocket 0124 & 2 & 2026. 4.1 17:00 2026.4.118:00 100
HOIME X &S 2026-03-299:00  2026-03-30 18:00 0
0101 = & Websocket
HOIEE S5/25AP) POSTIGET /users/melagents 2026-03-276:00  2026-03-28 18:00 100
WebSocket At GET /ws, 0¥ Push 2026-03-200.00  2026.03-3118:00 100
2 HTTPAPI At 25
i A AP POST /sessions, (|l 2= 23 2026-03-289:00  2026-03-29 18:00 100
Hi3 301 AP POST /sessions/ idfjoin 2026-03-289:00  2026-03-29 18:00 100
He oz o Ml ALEH Z2/4H AP GET/DELETE /sessions/:id 2026-03-28 9:00 2026-03-29 18:00 100
o e A2t STUN— S8 3 A8 SICI301E
Hidd 0125 Zaf AP GET /sessions/history El 2026-03-319:00  2026.04-01 18:00 100
i Candidate 31 API POSTIGET /sessionst:id/candidates | 2026-03-209:00  2026-03-30 18:00 100
Candidate / Turn / 2125 2 ¢t =
TURN M 2SS 23 API HMAC-SHA256 2/ Al 2121 5 2 2026-03-209:00  2026-03-30 18:00 100
STUN 88 & B2 F4 85 Google STUN, Mapped Address % 2026-03-269:00  2026-03-28 18:00 100
Candidate 42 & 5= POST /sessionsid/candidates % 2026-03-279:00  2026-03-29 18:00 30
UDP 2B E =8 SA WA oy % 2026-03-289:00  2026.03-31 18:00 50
i TURN Fallback & & 5% EHe) 0 aa LS 2026-03-299:00  2026-03-3118:00 0
N 33 e Bs 64KB, AES-256-GCM /= 5| el 2026-03-299:00  2026-04-01 18:00 0
EEESE B NACK R, &4 HER yps 2026-03-209:00  2026.04-01 18:00 0
SHA-256 RE4 AE HE &6 7 WIS BS Bz 2026-03-309:00  2026-04-01 18:00 0
- S UHBAPIHZ GET /transfer/progress o4 2026-03-309:00  2026-04-02 18:00 0
fimpeg &1 (24 AE2/a) ASY SHTTPAEY e 2026-03-319:00  2026.04-02 18:00 0
ffmpeg &1 (S 2B E =S -1 GLIES 2026-03-319:00  2026-04-02 18:00 0
NAT Keepalive 12! & % EIIES 2026-04-019:00  2026-04-02 18:00 0
1 S 2026-04-019:00  2026-04-03 12:00 0
Windows & A Li21 | yes 2026-04-029:00  2026-04-03 12:00 100
Windows & %I 131 &l A Hl & AAE HHIA S5 AEES 2026-04-029:00  2026-04-03 12:00 0
oz MSE &4 fetch AE & — MediaSource LIES] 2026. 3. 28 9:00 2026-03-30 18:00 0
o 28T s InfOut 201, 2 F& @) BIES] 2026.3.288:00  2026-03-28 10:00 0
5 ST EE U TEE l, 55, ETA ol 2026.3.2810:00  2026.3. 28 10:30 100
o & 012 BIOIX U, MUY, F RS BIESS] 2026.3.2811:00  2026.3.280:00 100
= &3 ok DY 48, HoHE GRS 2026.3.3017:00  2026.3. 30 18:00 100
og NN Y 9 SOl g3 22 A By BERS] 2026.3.3117:00  2026.3.31 18:00 100
oge OHLI BI01 & (fade-up) e Mo e AL HoIE RIES 2026.4.213:00  2026.4.2 14:00 100
o H3 AP PUT fauth/password EE] 2026-03-319:00  2026-04-01 18:00 100
AR o= 204 Bearer Token &, 401 K2 EEE] 2026-03-279:00  2026-03-28 18:00 100
CORS / Rate Limiting = EE origin e 2026.3. 27 2026-03-28 18:00 0
o P BE 2026.3. 26 2026-03-28 100
2 SBOM =2 14 %4 2026.3.26 2026-03-28 100
8 YHEAE PPT A EEE 2026.3. 27 2026.4.3 &
o e M B 380 Sham( 18 SoEat2, Bl % & i
usmHY 2 N8 28 BHSHpRY) CE B 10% He 0
o APIDIHA R L HE 2026.3.26 2026.4.1 100
g Kb RS 0
o saLite 0
HHE? o Al 0
] LB=S 0
2 SUES 0
55%
z|8tCHol|= AVERAGEZI4E 02310 Z2E A28 AL A 2 AHEE & £
= [ aoT=2 o o H [ = —y L O — | — =2 = T

. A2

3.1 CI/CD A2t SBOM, Z}O|AlA 2t



DirectP2P 0|2l 2| X X|E2
i 5t2] TEHEE git submodule HEHZ HE
Zt A4 2| Z X E2|0M submodule_updated O|HIEE = A161H:

master EH XM submoduleE %4 HAloZ HOOIE
HEY 245 485 ¢
o govulncheck
o go vet
i 0l&t B4 HIE github issue trackerd issue® S5
¢ WebhookZ Eolf Jenkins 2=
o MM IZZHE 8
o HHE 23

API_Server
GitHub Actions 7|gt C| =3

e push O[HIE 24 Al
o B22(Mel) 2| EXE2[0] submodule_updated O|HIE T&
o X8 HAE £

Client_Agent
GitHub Actions 7|8 Cl +=3

e push O[HIE 24 Al
o Bo(meh 2| ZXE2|0 submodule updated O|#IE M
o XE3HAE %

Frontend
GitHub Actions 7|8t C| £
push O[HIE &l Al:

o 22 2[ZXE2|0f submodule_updated O[HIE &
e HAHIYLA HC £H
o HTML/CS5S5/JSHEH



Nginx
Frontend 2 E MEZ(html, css, js)2 AL =:

s JenkinsE Eol A3 HHE
e NginxCflA &= or Myl

8.6 TN SE 2%
K4l 2| Z X E2|(API, Agent, Frontend)dl HE &M (push)
2t 2| EX| 22|17t B2 2| EX|E2]|0| submodule_updated O|HIE F&
el 2| ZEX| £

» submodule %215}
o TH BM Ul
e Jenkins Webhook ==

Jenkins:

e THHE=
e AH|A 3! FHE OHY B I



9.1 7|2 AlH Xy

2T EHE : DIRECT P2P

E - CycloneDX v1.5 (JSON/XML)

HMEIHEE HE  SIHEX 3E EE |18 (U, HTIY], 0|5T, HEHE)
ZM =3 Manual Compile & syft v1.0.0

2 MM 20261 32 262

9.2 A ATEZ 0] HE

H™: v1.0.0

237 3= EEIE
A% UDP SHH 7|8 NAT £t 3! QUIC £ gjojE H& MH|A
of7| x| EFY: Application (Client-Server Architecture)

9.4 2|EH A

DirectP2P vi1.8.0
— static Server (Nginx)

| e

F—-web

— ap1

i
I

I
|
|
|

|
|
|
|

| Eetfd

T

Nginx 1.25.3

Frontend (JavaScript / React)
React 18.2.8

server (Go)

Go Runtime 1.22.0

Gin v1.9.1

SQLite 3.45.1

libp2p v©.32.09

Local Agent (Go)

Go Runtime 1.22.8
libp2p v@.32.0
ffmpeg

OpenS5L 3.6.13

TURN Server (coturn)

coturn 4.6.2



»*
P

9.10 2|5 &

4
0

1.8

A
[

2EF BM| (Standards)

RFC 5389: Session Traversal Utilities for NAT (STUN)
RFC §7686: Traversal Using Relays around NAT (TURN)
RFC 9000: QUIC: A UDP-Based Multiplexed and Secure Transport
RFC 5245: Interactive Connectivity Establishment (ICE)
n SHE FXe| FEeiLCH

2. sy 2fojEei2| 3! @EAA (Implementations)

Gin Framework: https://qithub.com/gin-gonic/gin (APl A I8 3)
libp2p (Go): htips://github com/libp2p/ao-libp2p (P2P WEH 3 &)
quic-go: hitps://github com/quic-go/quic-go (libp2p LHE QUIC H& AS)
go-sqlited : https://github. com/mattn/go-sglite3 (RIHIC| = C|O[E{H]|0]A)
coturn: https://aithub.com/coturn/coturn (TURN M Z&H])

Nginx : https://nginx org/

ffmpeg: hitps://www ffmpeg org

jenkins: https /fwww jenkins io

(S

3. 2 HE X} (Project Assets)

# GitHub Repository: https //github com/E2IDLE/DirectP2P

9.11 HiE HE
o = IZHELE GitHub Actions 7[gHe] CI/CD(X|£E S8 3! UiZ) OHo|Z2iel 2 S
ALEF0o 32Y 20t i E S EHE |FX|FLICE
1. YE 9 olE|HE MM (Cl: Continuous Integration)

o WY 9 YUE: GitHub Actions 3 EZLE E6ll Go 1.22 THUAM 2
OSE(Windows, macOS, Linux) BH0[LH2| & L%} HIFE(Cross-compile)&.

s LEEJC YE: Nodejs HUM React 2242 XS Minify/Bundle)sh H=
Off A 4.

o FEYEH: AUC IEH DE Y IHH| CHol SHA-256 M3 &(Checksum)2
Mot OHY HE HEE FHE



DirectP2P

222 47|

A" =19

test] (L




V. OFZ[ElA % 7Y 29

4.1 NAY RZE

DirectP2P= 3 A M 7He| 22|& Ho =z Li+CH,

Web Frontend > Static Server
React SPA s Nginx / CDN
\

Local Agent

Go H|2 / uDP &3

£ 4%} Agent
MEE - 523

SHA-256 228 A3

=X} (TURN)

MEA GH0jl= BEE2RA0|AN A8El= Web Frontend(React SPA)<2}
A2} 717|0 Mx|El= Local Agent(Go HI2)7t fx|gict & HAZHEE=
localhost:174322| 2Z HTTP APIE Sl E4I5tH, 28 HEIN=
AY LEE[A 9b=LCt

MH QlZet HH2 Static Server(Nginx), APl Server(REST +

WebSocket), STUN Server, TURN Server2 dEICE APl Server=
A2} Q1F, MM MY, Candidate 4 W#H(Signaling), WebSocket
AAIZt OHIE HM&EZS HHsl= AARCL] &30|Ct STUN Servers Zt



Z2l0|HEQ| 29| |P/PortE LOtdt= O AFRE/H, TURN Servers SMHA
Almf Al HIOJE{ Hzo] E8 HEZ 3iCt

it

EO
A

H88tH & Local Agent ZH0l QUIC + AES-256-GCM 2z 3st 7[dHte
HZO| £EE|D (2T 1.2 Gbps), 5% EtA0HZ LHO| AIistH TURN
MHE S3F o] 22 A5 MeHEICh

4.2 i Jig % B0 e

O NAT (Network Address Translation) : AHY IPE 29I P2 HESH=
2. 7148 S8717 tHEA AR, LHE 717|582 Z4AF At f

I
Q|R0fl= sttel S P2 L=ELUCH DirectP2POlAl & T|0{7t M2 CHE
NAT =0 S mf 2y HZO0| o= 2= &UOICH.

O UDP &MY : NAT H|7t LHEOIA 282 Lt7h= UDP I{ZS 318
M Hdst= 'FEHOHE g=)'s 28st= 71", & Lo{7t SAI0 MZ0A

NATZ} SCHYe| ZlS 51&835t= DHEOl
USOAHA 2Y S4l0] 7Hs3H2ICE

O STUN : 22t0|HET} A9 NAT 2|8 FA(Z9Q! IP:Port)E IHetst7|
sl ArE38t= T ZEZO|Ct Local AgentZt Google Public STUN Aft{0j
Binding RequestE Z&5tH, AMH= 23 If3lE Ll SQ 42

SEHLZ =HZEL).

O TURN : UDP 2W&0| Amist= Symmetric NAT EZ0IN AtEst=
0| TEEZFO|CE coturn AH{7t & I|O] AMO|OA HIO|EHE SAHRLICE
EHY 5 EtYUOIR = 245 e, 0| P2P HAO| S7EH AH
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package handler

//auth_handler.co = AR}
Uct
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import (
"API_Server/internal/model"
"API_Server/internal/service"
"errors"
"net/http"

"github.com/gin-gonic/gin"

)

type AuthHandler struct {
) authSvc *service.AuthService

Ol
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=
=
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)



func NewAuthHandler(authSve *service.AuthService) *AuthHandler {
) return &AuthHandler{authSvc: authSvc}

// POST /auth/register
func (h *AuthHandler) Register(c *gin.Context) {
var req model.RegisterRequest
if err := ¢.ShouldBindJSON(&req); err != nil {
. - ¢.JSON(http.StatusBadRequest, model.ErrorResponse{Code: "BAD_REQUEST", Message:
err.Error

}

resp, err := h.authSvc.Register(c.Request.Context(), req)
if err != nil {
if errors.Is(err, service.ErrEmailExists) {
¢.JSON(http.StatusConflict, model.ErrorResponse{Code: "CONFLICT", Message:

return

err.Error()})
return

}
¢.JSON(http.StatusInternalServerError, model.ErrorResponse{Code: "INTERNAL",
Message: "AH 22"
) return

¢.JSON(http.StatusCreated, resp)

// POST /auth/login
func (h *AuthHandler) Login(c *gin.Context) {
var req model.LoginRequest
if err := ¢.ShouldBindJSON(&req); err != nil {
. - ¢.JSON(http.StatusBadRequest, model.ErrorResponse{Code: "BAD_REQUEST", Message:
err.Error

t

resp, err := h.authSvc.Login(c.Request.Context(), req)
if err != nil {
if errors.Is(err, service.ErrinvalidLogin) {
¢.JSON(http.StatusUnauthorized, model.ErrorResponse{Code:
"UNAUTHORIZED", Message: err.Error()})
return

return

i
¢.JSON(http.StatusInternalServerError, model.ErrorResponse{Code: "INTERNAL",
Message: "A¥] @ &"})
) return

. ¢.JSON(http.StatusOK, resp)

// POST /auth/logout & 710}-%-
func (h *AuthHandler) Logout(c *gin.Context) {
token, _ := c.Get("token")
if err := h.authSvc.Logout(c.Request.Context(), token.(string)); err != nil {
¢.JSON(http.StatusInternalServerError, model.ErrorResponse{Code: "INTERNAL",
Message: "A# 25"
return

i
c.Status(http.StatusNoContent)

// DELETE /auth/me
func (h *AuthHandler) DeleteAccount(c *gin.Context) {
userID, _ := c.Get("userID")
if err := h.authSvc.DeleteAccount(c.Request.Context(), userID.(string)): err != nil {
¢.JSON(http.StatusInternalServerError, model . ErrorResponse{Code: "INTERNAL",
Message: "AH Q&'
) return

c.Status(http.StatusNoContent)

// PUT /auth/password
func (h *AuthHandler) ChangePassword(c *gin.Context) {



var req model.ChangePasswordRequest
if err := ¢.ShouldBindJSON(&req); err != nil {
- ¢.JSON(http.StatusBadRequest, model.ErrorResponse{Code: "BAD_REQUEST", Message:
err.Error

}

userID, _ := c.Get("userID")
err := Ih.autl}Svc.ChangePassword(c.Request.Context(), userID.(string), req)
if err != nil
if errors.Is(err, service.ErrWrongPassword) {
¢.JSON(http.StatusUnauthorized, model.ErrorResponse{Code:
"UNAUTHORIZED", Message: err.Error()})
return

return

}

c.JSON(http.StatusInternalServerError, model.ErrorResponse{Code: "INTERNAL",
Message: "A¥ Q&)

return

}
c.Status(http.StatusNoContent)
api.js

export const API_BASE = "https://directp2p.happytanuki.kr";
export const AGENT_BASE = "http://127.0.0.1:17432";

export const getToken = () => localStorage.getltem("token");
export const setToken = (t) => localStorage.setltem("token", t);
export const clearToken = () => localStorage.removeltem("token");

let _onUnauth = null:
export const setUnauthHandler = (fn) => { _onUnauth = fn:

VAT
x fetch wrapper with Bearer token injection.
* For non-auth endpoints: auto-clears token and calls _onUnauth on 401.
*/Throws { type: "network" } on network failure.
*
export async function apiFetch(path, options = {}) {
const token = getToken():
const isAuthPath = path.startsWith("/auth/");
const headers = {
"Content-Type": "application/json",
...(token && lisAuthPath ? { Authorization: ‘Bearer ${token} 1 : {}),
...(options.headers ?7? {}).

new AbortController();
setTimeout(() => controller.abort(), 15000);

const controller =
const timeoutld =
let res:;
tl"V { o N N o o 5
! res = ?walt fetch("${API_BASE}${path}’, { ...options, headers. signal: controller.signal 1});
catch
throw { type: "network" }:
} finally {
clearTimeout(timeoutld);

// Auto-logout on 401 for authenticated (non-auth) endpoints
if (res.status === 401 && !path.startsWith("/auth/") && token) {
clearToken();
_onUnauth?.();

return res;

t

export asvnc function agentCall(method. path. bodv) {
const res = await fetch("${AGENT_BASE${path}’, {
method.
headers: { "Content-Type": "application/ijson" 1.
" body: body ? JSON.stringify(body) : undefined,

return res;




@ Websocket

ws_handler.go
package handler

//WebSocket ll52]= F2to]AELI] WebSocket A4S el

ol

b, AR S Fagts ddS gy

import (
"API_Server/internal/model"
"API_Server/internal/repository"
"API_Server/internal/service"
"API_Server/internal/ws"
"context”
"encoding/json"
"log“

"net/http"
"time"

"github.com/gin-gonic/gin"
"github.com/gorilla/websocket"

)

var upgrader = websocket.Upgrader{
ReadBufferSize: 1024,
WriteBufferSize: 1024,

CheckOrigin: func(r *http.Request) bool { return true },
}
type WSHandler struct {

hub *ws.Hub

tokenRepo #*repository.TokenRepository
. sessionSve *service.SessionService

func NewWSHandler(hub *ws.Hub, tokenRepo #*repository.TokenRepository, sessionSvc
xservice.SessionService) *WSHandler {
) return &WSHandler{hub: hub, tokenRepo: tokenRepo, sessionSvc: sessionSvc}

func (h *WSHandler) HandleWebSocket(c *gin.Context) {
token := c.Query("token")
if token == " {
¢.JSON(http.StatusUnauthorized, model.ErrorResponse{Code: "UNAUTHORIZED",
Message: "Eo] = Q3hct")
. return

authToken, err := h.tokenRepo.FindByToken(c.Request.Context(), token)
if err != nil || authToken == nil {
¢.JSON(http.StatusUnauthorized, model.ErrorResponse{Code: "UNAUTHORIZED",
Message: "S-@3tA] oo E3QIUTH™)
) return

conn, err := upgrader.Upgrade(c.Writer, c.Request, nil)
if err I= nil {
log.Printf("WebSocket 93 72flo]= Almf: %v", err)
return

t

client := &ws.Client{
UserlID: authToken.UserID,
Conn: conn,

. Send: make(chan [Ibyte. 256).

h.hub.Register(client)

g0 h.writePump(client)

. g0 h.readPump(client)

func (h *WSHandler) writePump(client *ws.Client) {
defer func() {
0 client.Conn.Close()



for {
msg, ok := <-client.Send
if lok {
client.Conn.WriteMessage(websocket.CloseMessage, [|byte{})
return

}

client.Conn.SetWriteDeadline(time.Now().Add(10 * time.Second))
if err := client.Conn.WriteMessage(websocket. TextMessage, msg): err != nil {
, return

}

func (h *WSHandler) readPump(client *ws.Client) {
defer func() {
h.hub.Unregister(client)
client.Conn.Close()

10

client.Conn.SetReadDeadline(time.Now().Add(60 * time.Second))

client.Conn.SetPongHandler(func(string) error {
client.Conn.SetReadDeadline(time.Now().Add(60 * time.Second))
return nil

1

for {
_. message, err := client.Conn.ReadMessage()
if err != nil {
) break

var wsMsg model. WSMessage

if err := json.Unmarshal(message, &wsMsg); err != nil {
continue

1

switch wsMsg.Event {

case "agent:ping":
client.Conn.SetReadDeadline(time.Now().Add(60 * time.Second))
log.Printf("agent:ping from user %s", client.UserID)

case "session:status_changed":
if dataMap, ok := wsMsg.Data.(map|stringlinterface{}): ok {
sessionlID, _ := dataMapl"sessionld"].(string)
status, _ := dataMapl"status"].(string)

if status == "completed" || status == "error" {
g0 h.sessionSvc.UpdateStatus(
: context.Background(), sessionlID, status,

ws/hub.go

package ws
// hub.go = WebSocket Zato]d1E a] W HAIR] B2 EIfAELS TEtst= slEQlLCh

import (
"API_Server/internal/model"
"encoding/json"
Tog"
"sync"

"github.com/gorilla/websocket"

)

// Client = 3tU9] WebSocket <1728 UERA
type Client struct {
UserID string




Conn  *websocket.Conn
Send chan []byte

// Hub & 2E WebSocket Z2to|HEE ]
type Hub struct {
mu sync.RWMutex
clients maplstring|*Client // userID — Client
register chan *Client
unregister chan *Client

}

func NewHub() *Hub {
return &Hub{
clients: make(map[string]*Client),
register: make(chan *Client),
unregister: make(chan *Client),

}
}
func (h *Hub) Run() {
for
select {
case client := <-h.register:
h.mu.Lock()
h.clients[client.UserID| = client
h.mu.Unlock()
log.Printf("WS Z2lo]dE &2 %s" client.UserID)
case client := <-h.unregister:
h.mu.Lock()
if _, ok := h.clients[client.UserID]: ok {
delete(h.clients, client.UserID)
: close(client.Send)
h.mu.Unlock()
; log.Printf("WS Z2to]AE sHiAl: %s", client.UserID)
1
i

func (h *Hub) Register(client *Client) {
: h.register <- client

func (h *Hub) Unregister(client *Client) {
) h.unregister <- client

// SendToUser + EX AMRALO|A GIAIR] S A&

func (h *Hub) SendToUser(userID string, msg model. WSMessage) {
h.mu.RLock()
client, ok := h.clients[userID]
h.mu.RUnlock()

if lok {
t

data. err := json.Marshal(msg)
if err = nil {

return

return
i
select {
case client.Send <- data:
default:
// HlmH7F 2 XIH AF &
. h.Unregister(client)

b

// BroadcastToSession 2 EX& A|M9] RA7IALS A HIAIR]S A&

// 7Y+ 13 targetUserlD & st HollAl A&

func (h *Hub) BroadcastToSession(targetUserID string. msg model. WSMessage) {
} h.SendToUser(targetUserID. msg)
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/1
{

Authorization: Bearea(token) 8|7} & Q3s}iC}.

Ot2f & Envelope #+2

"success": true,

"data"™ { ... }, /] AA Htgh HIo|E (AIEZQIEDICH 40])
"meta": { [/ e Ho[ZA|H|0|d & F7F HE
"page™ 1
“total": 100

}

Al SEH(HTTP 4xx / 5xx)

"success": false,

"error": {

= et



"code™ "E5001", /] o2 ZE(6.3% &=X)
‘message”: "21E EZ0| LR E[UFULCE",

‘details™ { ... } // MdEi- ZE HZ 27 S HA EE

}
}

6.2.2 21& (Auth)

auth/register - #|27}2
Request Body

{
‘'email”:  "user@example.com’, // string, required, O[O &
"password": "P@sswO0rd!", /[ string, required, 84} O]
'nickname": "2ZS" // string, optional
1
Response 201 Created
{
‘success”: true,
"data” {
"userld”  "usr_abc123",
"'email:  "user@example.com’,
"nickname": "2ZE",
"createdAt": "2026-04-01T12:00:00Z"
1

fauth/login - 2IQ1(E2 &3)
Request Body

{
‘'email:  "user@example.com’,
"password": "P@sswO0rd!"
1
Response 200 OK
{
‘success”: true,
"data”: {
"token": "eyJhbGci...", // Bearer EZ
"expiresAt" "2026-04-08T12:00:00Z"
}
1

FXSNAl /auth/logout - 210t
Header: Authorization: Bearer (token)
Response 200 OK

{

‘success”: true,
"data” { "'message” "2I0}2 24&" }

d
A

Al
A



/auth/me - 3|QIEtg|
Header: Authorization: Bearer (token)
Response 200 OK

{

"success': true,
"data” { "'message”: "A|ZO0| AHEASLICL" }

}

6.2.3 A8 [ 0] E 22| (Users)

/users/me — U ZTZ2E X3
Response 200 OK
{

"success": true,

"data”: {
"userld™: "usr_abc123",
"email”: "user@example.com’,
"nickname”: =2 Ey
"createdAt": "2026-04-01T12:00:00Z",
"agentConnected": true /| 2Z O0|HE €& o&
}

Jusers/me/agents - SZ& 0f0|HE 22
Response 200 OK
{
"success™ true,
"data”: {
"agents”: [
{
"agentld”  "agt_xyz789",
"platform”  "windows", // windows | macos | linux

"version":  "1.0.0",
‘lastSeen": "2026-04-03T09:00:00Z",
‘online": true

6.2.4 HIA 2| (Sessions)

>

FXSNE /sessions - & M4 MM (L5412



Request Body

{
"agentld”: 'agt_xyz789", /] &40 A8 O|0|MEID
“fileName": "Scene_01_RAW.mov",
"fileSize" 8589934592, /] bytes (8 GB)
"'mimeType" "video/quicktime",
"checksum": "sha256:abcdef..." // SHA-256 hex
}
Response 201 Created
{
‘success”: true,
"data" {
"sessionld”  "ses_001",
"inviteCode™ "ABCD-1234", [/ £AA01H S/% ZE
"status” "waiting", // waiting | connecting | connected | done | error
"createdAt": "2026-04-03T10:00:00Z"
}
}

[sessions/:id/join - A4 Zo{ (A2
Request Body
{
"inviteCode™" "ABCD-1234",
‘agentld”:  "agt_rxv456"
1
Response 200 OK
{
‘success”: true,
"data”: {
"sessionld" "ses_001",
"sender”: {
"nickname": "SZE",
"agentld”: "agt_xyz789"
|13
"filelnfo": {
"fileName": "Scene_01_RAW.moV",
"fileSize" 8589934592,
"mimeType": "video/quicktime"
|13
"status”: "connecting”
!
}

[sessions/iid - M4 AEH 23|
Response 200 OK
{

‘success”: true,
"data": {



"sessionld": "ses_001",

"status": "connected’,
"connectionType™: "p2p”, /] p2p | turn
"rttMs": 14,

"startedAt": '2026-04-03T10:01:00Z"

[sessions/iid - M4 Z=
Response 200 OK
{

‘success”: true,
"data" { "message": "M|A10| ZRE|UELICE" }

}

6.2.5 Candidate 34 1%t

JoIM /sessions/:id/candidates - Candidate 4 S&
Request Body

{
"candidates™ [
{
"type": "host", // host | srflx(STUN) | relay(TURN)
"ip": "192.168.0.10",
"port™ 54321,
‘protocol”:  "udp"
|3
{
"type" "srflx’,
ip"  "203.0.113.5",
"port™ 54321,
"protocol”: "udp"
!
]
}
Response 200 OK
{

"success”: true,
"data” { "registered": 2 }
}

[sessions/:id/candidates - AtCiglCandidate 23
Response 200 OK
{

"success': true,
"data": {
"peerld": "usr_peer99’,



‘candidates": [

{ "type" "host’, 'ip": "10.0.0.2",  "port" 49152, "protocol" "udp" },
{ "type": "srflx", "ip": "198.51.100.7","port": 49152, "protocol” "udp” }
|
!

}

/sessions/:id/turn-credentials - TURN ZZZY 22
Response 200 OK
{
"success': true,
"data": {
"turnServer": "turn.directp2p.io:3478",
"username”:  "1714780800:usr_abc123", // ZtEUnix timestamp:userld
"password":  "Base64(HMAC-SHA256 (secret, username))”,
"expiresAt”:  "2026-04-03T11:00:00Z" /] 'ga 2 1A
}

6.2.6 WebSocket O|HIE(WS /ws)

A " ws(s)://<host)/ws | Header: Authorization: Bearer (token)

BE= OMIE= Ofef SSJSON #2E AME

"event”:  "session:peer_joined’, // O|HIEH

"payload”: { ... }, /] OIHIEE H|O|E]

"ts": "'2026-04-03T10:01:00Z" // M Ll AJ2Zt

}
O[HIETH et Hol2E 9 ETE 29
session:peer_joined ANH—-Z sessionld, peerld, STHEE ME o LE
nickname

sgssion:candidate_add ANH—-Z sessionld, candidate{} MNiCandidate 4 S&&E
e
session:status_change AH—2 sessionld, status, Ml4d AEf B4 (connecting—
d connectionType connected &)
sesgion:peer_disconne ANH—~Z sessionld, peerld e Ad #2
cte
agent:ping 2-XH {} (Hlpayload) Ol0|ME ‘HEHeartbeat (30 7+2)

session:peer_joined Of|A|
{

"event": "session:peer_joined",

"payload": {
"sessionld": "ses_001",
"oeerld":  "usr_peer99",

"nickname”:  "ZAIZFA"



}Y
"ts": "2026-04-03T10:01:00Z"

6.2.7 2Z 0|O|HEHTTP APl (localhost:17432)
OO|METt 2ZH0|A LSSH=HTTP AMHYYLICE o TEEACTE E EE= QFS Sof SATC 2
2 QIEUIoA H2Y 4 glCMlocalhost HIQIH T & StCf,

[status - OO|ME &} =3
Response 200 OK
{

‘success”: true,

"data": {
"version": "1.0.0",
"online": true,
"userld": "usr_abc123",
"platform™  "windows",
"localPort": 54321

1

}

[session/start - & AM AR
Request Body
{
"sessionld™ "ses_001",
"filePath": "C:WWVideosWWScene_01_RAW.mov"
}
Response 200 OK
{
"success': true,
"data" { "message” "Z& M|4A0| A|RTE|ASLICE" }

}

oYM /session/join - MM 20| (£AZ)
Request Body
{
"sessionld": "ses_001",
"savePath": "D:#W#Downloads"
}
Response 200 OK
{
"success': true,
‘data” { 'message’: "M|410] ZOHELICL" }

}



[transfer/progress - & 2#E =3
Response 200 OK
{

"success": true,

"data” {

"sessionld": "ses_001",

“fileName": "Scene_01_RAW.moV",

"totalBytes™: 8589934592,

"transferredBytes":4294967296,

"progressPct”: 50.0,

"speedBps": 157286400, // ~150 MB/s

"etaSeconds": 27,

"status”: "transferring” // transferring | paused | done | error
!

}

/peers/id - Z/A mojoil Ho|5 ¥& 2F
Request Body

{
"filePath": "C:WWVideosWWScene_01_RAW.mov",
"sessionld" "ses_001"
}
Response 200 OK
{

"success': true,
"data": { "transferld": "txf_001", "message”: "2&0| A|ZtE|AELICL" }

}

oM /transfer/cancel - A& %4

Request Body
{

"sessionld": "ses_001"

}
Response 200 OK
{

"success': true,
"data” { "'message”: "H&0| FAEAUSLICE" }

6.2.8 P2P 33 & Z=2EZ(UDP / QUIC)

P2P HZ & 5 Of0|MEY|Z| A1Y uwetsh= Hio|H2| T fLRLE QUIC AEZ 2{0A S2tsHH
= 0
=

otz slHE Aol 22UCt

magic 4 bytes uint32 0x44503250 ('DP2P") — | AlHZ}

version 1 byte uint8 D2EZ HZA(AHMO0x01)

type 1 byte  uint8 0x01=META 0x02=CHUNK 0x03=ACK 0x04=NACK 0x05=FIN

seq 8 bytes uint64  AI AIFA HD (0RE S71)



payloadLen 4 bytes uint32  HO|2E ZO|(bytes)

payload N bytes bytes AA| H0|E{(AES-256-GCM A3t AE)
checksum 4 bytes uint32  CRC32 - 3|C{+H0|ZC XA A3 M

META TO|2E (type=0x01) - M4 AlZf A MY g A
{

"fileName": "Scene_01_RAW.mov",

"fileSize": 8589934592,

"'mimeType™  "video/quicktime",

"sha256": "abcdef...", /] A TASHA-256
"chunkSize" 65536, /] B3 A7|(7|264 KB)

"totalChunks": 131072
1

VII. Ol A=2[ef EHZ

7.1 22 022 2 9|0|

o2f SE26.2.10|1M Ao|st ZEEnvelopellerror.code HES Soff Hretelct I FJoHz
Elxxx~EbxxxZ &FotH, 28 ZE0f| CHtHTTP e ZE, 4F, SCH0|AUE X2| Yeks A dolet

Ct.

7.1.1 Elxxx — STUN 2

ic HTTP AR el 2| gt

E1001 503  STUN A 8 @12  STUN AHf EtIOF2 L= ZCH33| MAIZ = of2f B1; AHE2}
HESQZ =4 oiAl HIEEKZ =l et

E1002 502 &9 F4 =& Ay STUN 8E0| gtoLt HESI M4 22l QHl; TURN 24
Mapped Address 912 gk A=

E1001 8% OlAl
{
"success": false,
"error": {
"code": "E1001",
'message” "'STUN AHOIN SES 22| ZHSLICL,
"details": {
"stunServer": "stun.l.google.com:19302",
‘retries": 3
}
}
}



F2001 408 WA EII0IR 5% O|Lf QEFSFUDP T§3!  TURN Z3[0|2 A5 Zu g
G[ENY
E2002 503 EECandidate ®¥Z 4 2E 3= ZA0M ®Z  TURN Z0|2 245 Z4 A%
I 48 27

~

E2001 SF OA[(G[O|HME~ & ZEEQC
{
"success": false,
"error": {
"code": "E2001",
‘message”: "ZHAO0|52 L{0| b= E|A] QFFESLICE,
"details": {
“triedCandidates": 3,
“fallback": "turn”
1
1
}

7.1.3 E3xxx — TURN 2

E3001 401 TURN QI3 Almj ﬂM:ﬁ% A2 2| & AHP||Server01|A1 AHAZE MEE =
E3002 503 TURN AH H& E7t 'I;JUSFL%ND%H'I ol = HIE gl HBﬂl MAIE; AL Al AHEZF 2F
T — [
E3001 SE OAl
{
"success": false,
"error": {
"code": "E3001",
"message” "TURN QIS0 AIHELICE AHASHO| HEEAS & USLICL",
"details": {
"turnServer": "turn.directp2p.io:3478",
"hint": "POST /sessions/:id/turn-credentials £ AtASHS AHLUFLONL."
1
1



7.1.4 Edxxx — HIO[E & o

ic HTTP  HAIA| el

E4001 408  #3 & EtYOIR A @ AlZH LHACK O]p4
E4002 422 2ZH AZ A fltl H|O|E{SHA-256 2
E4003 507 ClA3 2% 8= AE HE U BE
E4004 400 i!%illl e I o MLPL{IE Bl 518 =5 2
E4005 413 oY 37| 23t Chl AE I 37| S

Z3}(7]2: 100 GB)

E4002 S& GAl
{

"success": false,

"error': {
"code": "E4002",
'message”: "$AISH IHAUQ| BAY AZJ0| AMIHESLICE,
"details": {

"expected”: "sha256:abcdef...",
‘actual":  "sha256:123456..."
"action”:  "retransmit"

7.1.5 ES5xxx — APl Mt 2
I HTTP  HiAIZ| i
E5001 401 oIz EZ otg Bearer EZ |§&7[Zt 21t
E5002 404 MM Qg ZMstA| %7AL 0|0 B&
E MNAID
E5003 422 2 maljy F T TE 2 OEE R2
A A ATy
E5004 409  o|O] &= MM S AMl4Aof olo] AL
ZHo{ ok AFE
E5005 429 Rate Limit &1} TR AIZHL 2 sl =
24100 reg/min 7|&)
E5006 500 e MH 27 AH LR o2 2

E5003 S& OAI(EE fEd 28)
{
"success": false,
"error": {

2| gt
NACKO Z o d3 AL 23
A oY s 2F

NZ Y BT e oY 3 A

=

Hel et

>

219 ¥

ot

N EZ &8

Ml Add et

details BEQ| HEYH 2% L &1

M OAIE Ay et

Retry-After 3|5 1 = A

Al = MAIE; gt5 Al Eof| 29

[



"code™: "E5003",
‘message”: "'Q¥ T2t0|E{7} SHIZZ| St&L|CL",

"details": {
"fields": {
"email": 'R0 O|H|Y HAIO| OFELILCE",

‘password": "H|ZH =84 0[&}0|0{0F FHLICE.”
}
}
}
}

E5S005 Rate Limit S& OflA|
// HTTP Response Header
HTTP/1.1 429 Too Many Requests
Retry-After: 30

// Body
{
"success": false,
"error': {
"code”: "E5005",
'message™ 'Y sl HotE RUGHELICE 302 = HAIZSHAR.",

"details" {
"retryAfterSeconds™: 30,
"limit": 100,
‘window": "Tm"

}

7.1.6 Ebxxx — 2Z O0f|0|ME 2zt

L 24 = 22| ot
E6001  OO]ME O] 2Z OO[ME Z2MNATL FSEA OO[ME H2|/4H ol HE EA
(o] =2
[Eoy=]
E6002  OIO]ME MM =2  Oo|ME HMO| MH 24 27 A3 FOOIE A E= £& HHOIE
A B o 3 As
E6003 ~ UDP ZE HiQIY 27 Yoty L= ZE I3 Yot 2Y =AU L thAl ZE AF Al
Al I~
=
E6004 Tt A =7t Ay o F2It gLt et MY F=2 3 RS 20l oty
H=
=

E6001 & OA[(0f0|HME—~ @ ZTEEQE)
{
"success": false,
"error": {
"code": "E6001",
'message”: "DirectP2P Of|0|MEJt AME|] QA Q&LICE"

’



"details": {
"downloadUrl": "https://directp2p.io/agent/download/windows",
"hint": "0O|MEE MRSt ATt F MZAASHAL."
}
!
1

7.1.7 O3] 2= My Q0o

=5 R HIAIA| HTTP  A2|det

E1001 STUN STUN A 8 812 503 32 MAE = 02 21
E1002 STUN 3¢ 4 =5 A 502 HIEHZ 43 =2l oty
E2001 g8y EHY EfYOFR 408 TURN Ats =4t

E2002 =HY %ECandidate HZE 4o 503 TURN Ats Zt

E3001 TURN TURN QI& &lmj 401 AASE MEE = WA=
E3002  TURN TURN A HZ =7t 503 33| MAE = 2F QLY
E4001 HE A3 M4 Efore 408 NACK s 2%
E4002 H& F2d 43 o 422 A MAHE 2

E4003 A& L3 8Y 8% 507 A St =HE AW
E4004 A& AYE[A] §f= O FAL 400 S8 FA 2L

E4005 HE oty 37| xat 413 oy 2e #HE

E5001 API 5 EZ g 401 Mzl = EF A4
E5002 AP (e 404 NI A QLY
E5003 AP 23 nietoly = 422 Zcd Q= ohy
E5004 AP o|o| & MM 409 M A Y QLY
E5005 API Rate Limit =1} 429 Retry-After & AAlE
E5006 AP HE AMH 2F 500 HAl = MA=

E6001 olo|ME Ol0]ME Dj&fH - A2)/2 ot EHH
E6002 olo|ME OIO]ME HH =LA - ZHO|E 2ty

E6003 Olo|HE UDP ZE HfQIY Amj - Yot/ E HY =0l
E6004  OO|ME oy {2 =7t - A= /Ao =l 2t

HFEH
7.2 C|HZ HitH
HEHEY CjHZ Q™I 9 o0l FOEES Holsiirt. 2t HEHEE 5Y TRH2002
iy AxHES| 20 MEIE /WEE = =Ql6OoF SOt
7.21 APl MY C|HZ

SFYS H(CM1 2 B4

# confias/.env

GIN MODE=debua # release — debuaZ HZA

LOG LEVEL=debua # info | debua | warn | error

LOG_FORMAT=text # text (ZHEH) | json (2%H)




OnPush.yaml 2tdst0] A3 ELE

name: OnPush

on:
push:
branches: [ master, release ] #master, realease 0|2t (mergedtZ| Z0f)

jobs:
notify-parent:
runs-on: ubuntu-latest
steps:
- name: Checkout code
uses: actions/checkout@v6
- name: Generate DIRECTP2P_SECRET KEY pem key file
run: echo "${{ secrets.DIRECTP2P_SECRET _KEY }}" ) DIRECTP2P_SECRET_KEY.pem
- name: Generate Github JWT
# This script will set GITHUB_JWT environment variable
# APP_ID=3210791
run: |
chmod +x ./.aithub/scripts/GenerateGithubJWT.sh
h./l.lqi‘E)huI?]/scriDts/GenerateGithubJWT.sh 3210791 DIRECTP2P_SECRET KEY.pem
shell: bas
- name: Get oraanization installation
id: install_raw

run: |
RESPONSE=$(curl -s -L
-H "Accept: application/vnd.aithub+ison" W
-H "Authorization: Bearer $GITHUB JWT" W
-H "X-GitHub-Api-Version: 2026-03-10" ¥
https://api.aithub.com/oras/E2IDLE/installation)

echo "ison="$RESPONSE™ )) $GITHUB OUTPUT
- name: Extract installation id
id: install
run: echo "id=${{ fromJson(steps.install raw.outputs.ison).id 1}" )} $GITHUB_OUTPUT
- name: Get installation token
id: token raw

run: |
RESPONSE=$(curl -s -X POST W
-H "Authorization: Bearer $GITHUB JWT" W
-H "Accept: application/vnd.aithub+ison" W
-H "X-GitHub-Api-Version: 2026-03-10" W
https://api.aithub.com/app/installations/${{ steps.install.outputs.id }}/access tokens)

echo "ison="$RESPONSE™ )) $GITHUB OUTPUT
- name: Extract token
id: token
run: echo "INSTALLATION TOKEN=${{ fromJson(steps.token raw.outputs.ison).token 1" ))
$GITHUB ENV
- name: Triaaer parent repo

run: |
curl =X POST W
-H "Authorization: Bearer $INSTALLATION TOKEN"
-H "Accept: application/vnd.aithub+ison" W
-H "X-GitHub-Api-Version: 2026-03-10" ¥
h‘étqs{://aoi.qithub.com/reoos/EZIDLE/DirectPZP/disoatches W

"event tvpe":"submodule updated".
‘client payload": {
"branch": "${{ aithub.ref name 1}"

build:
runs-on: ubuntu-latest
steps:
- name: Checkout code
uses: actions/checkout@v6
- name: Build
run: ao build -o build/ cmd/server/main.ao #AtSO 2 HUEE|ZE AR H7|

#test : aithubactions
#build : ienkins




GenerateGithubJWT.sh 24
#!/usr/bin/env bash

client_id=$1 # Client ID as first argument
pem=%$( cat $2 ) # file path of the private key as second argument

now=$(date +%s)
iat=$((${now} - 60)) # Issues 60 seconds in the past
exp=$((${now} + 600)) # Expires 10 minutes in the future

b64enc() { openssl base64 | tr -d '=" | tr '/+" '_=' | tr -d 'Wn'; }

header json="{
D IWT
"alg":"RS256"

# Header encode
header=$( echo -n "${header ison}" | b64enc )

pavload_ison="{
Wiatw":${iat},
WexpW"':${exp},
WisswW" W' ${client_id} w"

# Pavload encode
pavload=$( echo -n "${pavload ison}" | b64enc )

# Signature

header_payload="${header}"."${pavload}"

sianature=$(
openssl dast -sha256 -sian ((echo -n "${pem}") W
{(echo -n "${header _pavload}") | b64enc

# Create JWT
JWT="${header pavload}"."${sianature}l"
echo "GITHUB_JWT=$JWT" )) $GITHUB_ENV

M 33 M9 2 27 gl

# o[ 2| 21Y Aol

cd c¢md/api-server

Qo run main.ao

#E= UE 5 A

ao build -o api-server ./cmd/api-server
[api-server

# AT
curl -v http://localhost:8080/health

# 279 HAE
curl =X POST htto://localhost:8080/auth/loain W
-H "Content-Tvpe: application/ison" ¥
-d "{"email":"test@test.com"."password":"P@sswOrd!"}'

# 0= QO AIEZOIE(TOKEN Al TQ)
curl -H "Authorization: Bearer (TOKEN)" W
http://localhost:8080/users/me

WebSocket HZ %ol

| # websocat 42 = E|AE (https://github.com/vi/websocat)



websocat -H "Authorization: Bearer (TOKEN)" W
ws://localhost:8080/ws

# MHZEping A&
{"event":"agent:ping","payload":{}}

ClojE{H|o] A 2IH R3F|(SQLite)

# SQLite CLIZ A =l
salite3 ./data/directp2p.db

-— NI HEf 23

SELECT id, status, created_at FROM sessions ORDER BY created_at DESC LIMIT 10;
-- {A &

SELECT id, email, created_at FROM users;

-- ZELZ| Y2 AA =l
SELECT * FROM sessions WHERE status NOT IN ("done","error");

7.22 OO|JME C|HYA

Olo]ZE Ef E (& HatRA/ curl)

# OfO|HME ArEj =tol
curl http://localhost:17432/status

# A ME AR
curl http://localhost:17432/session

N |
# s A=

curl http://localhost:17432/transfer/proaress

# HZ= O 22
curl htto://localhost:17432/peers

# OO|ME 21 (2Z508)
curl http://localhost:17432/logs

Ol0]ZE +Z W (CIH S2H1)

# Windows
MWaaent.exe --loa-level=debua --port=17432

# macOS / Linux
./agent.bin --loa-level=debua --port=17432

# 205 MAUZ ZASHHA Al
/agent.bin --log-level=debug 2)&1 | tee agent debug.log

OnMasterReleasePush.yaml
name: OnMasterReleasePush

on:

push:
branches: [ master. release 1
iobs:
build:
runs-on: ubuntu-latest
steps:

- name: Checkout code
uses: actions/checkout@v6




step

Test.yml

name: P
on:
push:
jobs:
tests:

step

name: Build
run: go build -o build/ cmd/client/main.qo

notify-parent:
runs-on: ubuntu-latest
needs: build

S:
name: Checkout code
uses: actions/checkout@v6
name: Generate DIRECTP2P_SECRET_KEY pem key file
run: echo "${{ secrets.DIRECTP2P_SECRET KEY }}" ) DIRECTP2P_SECRET_KEY.pem
name: Generate Github JWT
# This script will set GITHUB_JWT environment variable
# APP_ID=3210791
run: |
chmod +x ./.qithub/scripts/GenerateGithubJWT.sh
h./l.lqi‘E)huI?]/scriDts/GenerateGithubJWT.sh 3210791 DIRECTP2P_SECRET KEY.pem
shell: bas
name: Get organization installation
id: install_raw
run: |
RESPONSE=$(curl -s -L
-H "Accept: application/vnd.aithub+ison" W
-H "Authorization: Bearer $GITHUB JWT" W
-H "X-GitHub-Api-Version: 2026-03-10" W
https://api.aithub.com/oras/E2IDLE/installation)

echo "ison="$RESPONSE™ )) $GITHUB_OUTPUT
name: Extract installation id
id: install
run: echo "id=${{ fromJson(steps.install_raw.outputs.ison).id }}" )} $GITHUB_OUTPUT
name: Get installation token
id: token raw

run: |
RESPONSE=$(curl -s -X POST W
-H "Authorization: Bearer $GITHUB JWT" W
-H "Accept: application/vnd.aithub+ison" ¥
-H "X-GitHub-Api-Version: 2026-03-10" ¥
https://api.aithub.com/app/installations/${{ steps.install.outputs.id }}/access tokens)

echo "ison="$RESPONSE™ )) $GITHUB OUTPUT
name: Extract token
id: token
run: echo "INSTALLATION TOKEN=${{ fromJson(steps.token raw.outputs.ison).token 1}" ))

$GITHUB ENV

namelt Tricaer parent repo
run:
curl =X POST W
-H "Authorization: Bearer $INSTALLATION TOKEN" W
-H "Accept: application/vnd.aithub+ison" W
-H "X-GitHub-Api-Version: 2026-03-10" W
h'étqs{t//aoi.qithub.com/reoos/EZIDLE/DirectPZP/disoatches W
"event tvpe":"submodule updated".
"client payload": {
"branch”: "${{ aithub.ref name 11"

erformTest

branches: [ master. develop. release 1

runs-on: ubuntu-latest

S:
name: Checkout code

uses: actions/checkout@v6

name: Build

run: ao build -o build/ cmd/client/main.ao
name: Run binary



run: build/main &
- name: Wait for server
run: |
for i in {1..10}; do
if curl -s http://localhost:17432/status ) /dev/null; then
echoO"Server is up"
exit

i
echo "Waiting..."

sleep 1

done

echo "The server is not showing up.."
exit 1

# Tests are able to performed at this point
- name: /status GET test

run: |
STATUS=$(curl -o /dev/null -s -w "% {http_code}Wn" http://localhost:17432/status)

if [ "$STATUS" -ne 200 ]; then
echo1"01IE1 HrM: $STATUS"
exit

fi
= nameli /status PATCH test
run:
STATUS=$(curl --location --request PATCH 'http://localhost:17432/status’ --header

'Content-Type: application/ison' --data '{"name":"name"}' -o /dev/null -s -w "%{http_code}¥n")

if [ "$STATUS" -ne 200 1; then
echo1"01IE1 ghA: $STATUS'
exit

fi

GenerateGithubJWT.sh
#!/usr/bin/env bash

client id=$1 # Client ID as first araument
pem=$( cat $2 ) # file path of the private kev as second argument

now=$(date +%s)
iat=$((${now}t - 60)) # Issues 60 seconds in the past
exp=$((${now} + 600)) # Expires 10 minutes in the future

b6denc() { openssl base64 | tr -d '=" | tr '/+" ' =" | tr -d 'Wn'; }

header ison="{
"tvo" " JWT",
Y "alg":"RS256"
# Header encode
header=$( echo -n "${header ison}" | b64enc )

pavload ison="{
W'iatw":${iat}.
W'expW"${expl,
. Wissw":W'${client idtw"
# Pavload encode
pavload=$( echo -n "${pavioad isont" | bb6denc )

# Sianature

header pavload="${header}"."${pavioad}"

sianature=$(
openss| dast -sha256 -sian ((echo -n "${pem}") W
{(echo -n "${header pavload}") | b64denc




# Create JWT
JWT="${header_payload}"."$ {signature}"

echo "GITHUB_JWT=$JWT" )) $GITHUB_ENV

7.2.3 NginX
OnMasterReleasePush.yml

name: OnMasterReleasePush

on:
push:
branches: [ master, release |

jobs:
notify-parent:
runs-on: ubuntu-latest
steps:
- name: Checkout code
uses: actions/checkout@v6
- name: Generate DIRECTP2P_SECRET_KEY pem key file
run: echo "${{ secrets.DIRECTP2P_SECRET_KEY 1" >
DIRECTP2P_SECRET_KEY.pem
- name: Generate Github JWT
# This script will set GITHUB_JWT environment variable
# APP_ID=3210791
run: |
chmod +x ./.github/scripts/GenerateGithubJWT.sh
./.github/scripts/GenerateGithubJWT.sh 3210791
DIRECTP2P_SECRET_KEY.pem
shell: bash
- name: Get organization installation
id: install_raw
run: |
RESPONSE=%(curl -s -L \
-H "Accept: application/vnd.github+json" \
-H "Authorization: Bearer $GITHUB_JWT" \
-H "X-GitHub-Api-Version: 2026-03-10" \
https://api.github.com/orgs/E2IDLE/installation)

echo "json="$RESPONSE"™ >> $GITHUB_OUTPUT
- name: Extract installation id
id: install
run: echo "id=${{ fromJson(steps.install_raw.outputs.json).id }}" >>
$GITHUB_OUTPUT
- name: Get installation token
id: token_raw
run: |
RESPONSE=%(curl -s -X POST \
-H "Authorization: Bearer $GITHUB_JWT" \
-H "Accept: application/vnd.github+ison" \
-H "X-GitHub-Api-Version: 2026-03-10" \
https://api.github.com/app/installations/${{ steps.install.outputs.id
1/access_tokens)

echo "json="$RESPONSE"™ >> $GITHUB_OUTPUT




- name: Extract token
id: token
run: echo "INSTALLATION_TOKEN=${{
from]Json(steps.token_raw.outputs.json).token }}' >> $GITHUB_ENV
- name: Trigger parent repo
run: |
curl -X POST \
-H "Authorization: Bearer $INSTALLATION_TOKEN" \
-H "Accept: application/vnd.github+json" \
-H "X-GitHub-Api-Version: 2026-03-10" \
http?://api.github.com/repos/EZIDLE/DirectPZP/dispatches \
_d 0

"event_type":"submodule_updated",
"client_payload": {
"branch": "${{ github.ref_name }}"

GenerateGithubJWT.sh

#!/usr/bin/env bash
client_id=$1 # Client ID as first argument
pem=%( cat $2 ) # file path of the private key as second argument

now=%(date +%s)
iat=$((${now} - 60)) # Issues 60 seconds in the past
exp=$((${now! + 600)) # Expires 10 minutes in the future

b64enc() { openssl base64 | tr -d '=' | tr '/+'" '_-'" | tr -d \n'; }

header_json="{
lltVDH:H]WTH’
}I "alg":"R8256"
# Header encode
header=$( echo -n "${header_json}" | b64enc )

payload_json="{
\"iat\": $fiat},
\"exp\": ${exp!,
\"iss\":\"${client_id}H"

# Payload encode
payload=$( echo -n "${pavload_json}" | b64denc )

# Signature

header_payload="${header}"."${payload}"

signature=$(
openssl dgst -sha256 -sign <(echo -n "${pem}") \
<(echo -n "$fheader_pavload}") | b64enc

# Create JWT
JWT="$fheader_payload!"."${signaturel"

echo "GITHUB_JWT=$JWT" >> $GITHUB_ENV

docker-compose.ymi
| services:



server:
privileged: true
build:
context: .
dockerfile: server/Dockerfile
expose:
- "80"
volumes:
- ./data:/app/data
nainx:
build:
context: .
dockerfile: Dockerfile
ports:
- "8088:80"
depends_on:
- server

724 ¢l ZR2EQNE C|HZA

GenerateGithubJWT.sh
#!/usr/bin/env bash

client id=$1 # Client ID as first araument
pem=$( cat $2 ) # file path of the private key as second argument

now=$(date +%s)
iat=$((${now}t - 60)) # Issues 60 seconds in the past
exp=$((${now} + 600)) # Expires 10 minutes in the future

b6denc() { openssl base64 | tr -d '=' | tr '/+" ' =" | tr -d 'Wn'; }

header ison="{
"typ""JWT",
"ala":"RS256"

# Header encode
header=%$( echo -n "${header isont" | b64denc )

pavload ison="{
W'iatw":${iat}.
W'expW"${expl,
. W'issw":W'${client idtw"
# Pavload encode
pavload=$( echo -n "${pavioad ison}" | bb64denc )

# Sianature

header pavload="${header}"."${pavload}"

sianature=$(
openss| dast -sha256 -sian ((echo -n "${pem}") W
{(echo -n "${header pavload!") | bbdenc

# Create JWT
JWT="${header pavload}"."${sianature}"

echo "GITHUB_JWT=$JWT" )) $GITHUB_ENV

OnPush.yml



name: OnPush

on:
push:
branches: [ master, release ]

jobs:
notify-parent:
runs-on: ubuntu-latest
steps:
- name: Checkout code
uses: actions/checkout@vé
- name: Generate DIRECTP2P_SECRET_KEY pem key file
run: echo "${{ secrets.DIRECTP2P_SECRET_KEY }}" )
DIRECTP2P_SECRET _KEY.pem
- name: Generate Github JWT
# This script will set GITHUB_JWT environment variable
# APP_ID=3210791
run: |
chmod +x ./.aithub/scripts/GenerateGithubJWT.sh
h./I.lqi'f)hul:k)]/scriDts/GenerateGithubJWT.sh 3210791 DIRECTP2P_SECRET_KEY.pem
shell: bas
- name: Get organization installation
id: install_raw
run: |
RESPONSE=$(curl -s -L W
-H "Accept: application/vnd.aithub+ison" W
-H "Authorization: Bearer $GITHUB JWT" W
-H "X-GitHub-Api-Version: 2026-03-10" W
https://api.aithub.com/oras/E2IDLE/installation)

echo "ison="$RESPONSE™ ») $GITHUB_OUTPUT
- name: Extract installation id
id: install
run: echo "id=${{ fromJson(steps.install raw.outputs.ison).id }}" »)
$GITHUB OUTPUT
- name: Get installation token
id: token_raw
run: |
RESPONSE=%(curl -s -X POST W
-H "Authorization: Bearer $GITHUB JWT" W
-H "Accept: application/vnd.aithub+ison" W
-H "X-GitHub-Api-Version: 2026-03-10" ¥
https://api.aithub.com/app/installations/${{ steps.install.outputs.id
}/access tokens)

echo "ison="$RESPONSE"™ )) $GITHUB OUTPUT
- name: Extract token
id: token
run: echo "INSTALLATION TOKEN=${{
fromJson(steps.token raw.outputs.ison).token 11" ) $GITHUB ENV
- name: Tricaer parent repo
run: |
curl =X POST W
-H "Authorization: Bearer $INSTALLATION TOKEN" W
-H "Accept: application/vnd.aithub+ison" W
-H "X-GitHub-Api-Version: 2026-03-10" W
h’(cjtolsi://aoi.qithub.com/reoos/E2IDLE/DirectPZP/disoatches W

"event tvpe":"submodule updated",
"client pavload": {
"branch™ "${{ aithub.ref name }"
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